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Glossary

Abbreviation / acro- Description

nym

3D Three-Dimensional

4D Four-Dimensional

APP Application

ARC Austrian Red Cross

CCC Coordination, Command and Control

CMT Community Management Tool

CP Civil Protection

DNC DAREnet National Contact

Dx.y Deliverable x.y

EMS Emergency Management Service

EUCPM European Civil Protection Mechanism
FEMA Federal Emergency Management Agency [United States]
GIS Geographic Information System

ISO International Standardisation Organisation
KB Knowledge Base

PDF Portable Document Format

PFA Psychological First Aid

PFA-CE Psychological First Aid in Complex Emergencies
PPDR Public Protection and Disaster Relief

PPP Public Private Partnership

PSS Psychological Support Services

RDI Research, Development, Innovation

SM Social Media

SV Spontaneous Volunteers

TWG Topic Working Group
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1 Executive Summary

The overall objective of the H2020 project DAREnet is to identify and analyse gaps and po-
tentials for improvement with regard to flood and disaster management in the area of the
Danube river basin. A key instrument to achieve this goal is a knowledge base (KB) that con-
tains user expertise and know-how of actors of disaster management along the Danube. The
deliverable D4.4 describes the current status of entries within the KB at the end of the second
DAREnet roadmapping cycle.

The contents of the KB are based on the work of WP4 deriving relevant topics within the
fields “Solutions from Research and RDI Projects”, “Solutions on the Market”, “Best Practices
and Lessons Learnt” as well as “Flood History and Background Information”. In the second
DAREnet roadmapping cycle, we decided to follow a new approach. Therefore, we defined
four holistic RDI topics that are related to training aspects of diverse domains of flood man-
agement during the entire disaster management cycle. These topics are “Coordination, Com-
mand and Control”, “Alerting and Communication”, “Rescue Operations and Emergency
measures” and “Logistics and Assistance”. The expertise within the TWG was collected
through intensive research and with the help of the DAREnet National Contacts (DNC)
through expert interviews with national actors of disaster management using a survey as well
as during a workshop were those topics were intensively discussed. The collected data were
subsequently reviewed and analysed under the aspects of “Relevance of the RDI Topic”,
“Practitioner Needs”, “Available Solutions”, “Innovation Opportunities” and “Lessons
Learnt”. Reports describing the related findings of each TWG are part of D4.4 as well.

Public ©DAREnet Consortium 4
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2 Introduction

The mission of the DAREnet project is to support flood management practitioners across
the EU Danube River basin and from different disciplines to deepen and broaden their re-
search, development and innovation (RDI) related collaboration. Therefore, a multi-disci-
plinary community of practitioners, organisations operating in the field of civil protection,
and stakeholders from policy, industry and research is being built up in order to establish a
trans-national and interdisciplinary ecosystem to foster synergies, innovations and to en-
sure the continuity of the DAREnet innovation process after project end.

A main outcome of the project is the RDI Roadmap, which will be a direct result from the
dialogue in the DAREnet Community and Network. The RDI Roadmap aims at shaping fu-
ture research and innovation policies for the Danube region and the research programmes
implementing them. Specifically, the Roadmap will foster innovation opportunities that:

e Match practitioner needs and gaps experienced in the daily practice of flood man-
agement,

e Significantly improve nowadays flood management and/or enable practitioners to
cope with upcoming flood events (e.g. due to climate change),

e Comply with regional strategies for flood prevention and risk management,

e Create synergies with modules and facilities of the European Civil Protection Mech-
anism (EUCPM),

e Strengthen exchange and collaboration between practitioners beyond borders and
different disciplines,

e Have a promising perspective for industrialisation and market-entry.

The RDI Roadmap is the result of an iterative process of identifying, assessing and prioritis-
ing potential innovations as well as mapping important RDI requirements and gaps.

DAREnet is divided into four roadmapping cycles and during each cycle, practitioners bring
forward and discuss potential solutions for innovating flood management with respect to
the specific RDI Topic of the Working Groups. The discussions are fed with information
about innovative solutions from the industry, research and best practices. In the next step,
the identified innovation opportunities are taken up by the Innovation Assessment (cf.
WP5) to benchmark the relevance of each innovation for practitioners from a holistic per-
spective.

For the 27d DAREnet Roadmapping Cycle we decided to follow a new approach provid-
ing potential innovations within a demarcated area. Therefore, the second cycle followed a
scenario-based approach focussing on training aspects of diverse domains of flood manage-
ment during the entire disaster management cycle.

In the second cycle we defined the following RDI subgroups:

Coordination, Command and Control,
Alerting and Communication,

Rescue Operations and Emergency measures,
Logistics and Assistance.

In the present deliverable, we present the current status of entries within the
KB at the end of the second DAREnet roadmapping cycle. Moreover, this deliv-
erable contains reports of the final findings of the TWG from the selected RDI
subtopics within the second roadmapping cycle.

The expertise within the TWG was collected through intensive research and with the help of
the DAREnet National Contacts (DNC) through expert interviews with national actors of
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disaster management using a survey (cf. questionnaire in ANNEX 1). These data were sub-
sequently reviewed and analysed under the aspects of:

Relevance of the RDI Topic,
Practitioner Needs,

Available Solutions,
Innovation Opportunities and
Lessons Learnt.

The results from these analyses are presented in detail within the present deliverable as
well. A key role plays the subsection “Innovation Opportunities” from each TWG since these
findings are direct input for the next process step of the roadmapping cycle “Innovation As-
sessment” (cf. WP5) where the relevance of each innovation opportunity is benchmarked
for practitioners from a holistic perspective.

Deliverable D4.4 is structured as follows:

e Section 1 “Executive Summary” provides a brief overview of the content of the doc-
ument.

e Section 2 “Introduction” describes the purpose and scope of the document, placing
the results described in the document in the specific context of the project and ex-
plaining how they contribute to the objectives of DAREnet.

e Section 3 “Current Status of the Knowledge Base” presents the current state of en-
tries within the DAREnet KB at the end of the second roadmapping cycle.

e Section 4 “Scenario-based Approach” explains the new approach of providing po-
tential innovations that focus on training aspects of diverse domains of flood man-
agement within the second roadmapping cycle.

e Section 5 “Reports from the Topic Working Groups” present the findings from
each TWG related to the selected RDI Topics of the second roadmapping cycle.

e Section 6 “Conclusion” completes the deliverable by summarizing the major out-
comes and describes the further use of the results within the project, including con-
tribution to other work packages.

Public ©DAREnet Consortium 6
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3 Current Status of the Knowledge Base

DARENET

After the first cycle of the DAREnet project, the status of the Knowledge Base war critically
reviewed by the work package leader DLR. It was agreed in the consortium to restructure
the entire DAREnet Knowledge Base to better support further in-depth analyses. The fol-
lowing figure shows the basic structure of the revised DAREnet Knowledge Base.

DAREnet

Knowledge Base
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Figure 1: Revised DAREnet Knowledge Base for the 2" Roadmapping cycle.
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Due to its format and the greater degrees of freedom, the Knowledge Base that emerged
from the first Roadmapping cycle did not support a structured in-depth analysis of the con-
tent properly. Therefore, the revised Knowledge Base largely consists of pre-defined boxes
to ensure a maximum comparability of the entries. In addition, the time and space dimen-
sions and, if applicable, the degree of maturity and mobility must be specified.

Another major deficiency was found in the sometimes insufficient level of aggregation of
the content. Therefore, a limitation of the number of characters was introduced as well as a
mandatory field indicating key features or other special characteristics.

Additionally, it was agreed on a peer-review-process initiated by the DLR as task leader.
This process, together with clear guidelines concerning e.g. the length or the level of aggre-
gation of the content, will guarantee uniformity and traceability as well as comparability of
the individual entries. In this way, the Knowledge Base will better support the DAREnet
Roadmapping process.

The authors of the original content were encouraged to rework their former input according
to the guidelines defined. This process is still ongoing due to the large amount of data
(some authors had delivered more than 180 entries to the old DAREnet Knowledge Base).
By the end of M27 a total of 364 solutions were either reworked from the content of the for-
mer DAREnet Knowledge Base or were completely new entries. In addition, 89 further so-
lutions were identified through research in the context of the second DAREnet Roadmap-
ping cycle. These entries the Knowledge Types presented in the table below.

Table 1: Entries in Knowledge Base.

Knowledge Type Amount of entries
Research and RDI Projects 149

Technologies and Solutions on the Market 153

Lessons Learnt and Best Practices 53

Flood History and other Background Information | 9

Roughly 80 % of the entries represent solutions from ‘Research and RDI Projects’ and
‘Technologies and Solutions on the Market’. 15 % of the current content of the Knowledge
Base deal with ‘Lessons Learnt and Best Practices’, whereas the share of ‘Flood History and
other Background Information’ is below 5 % currently. As indicated in the analysis of the
first cycle, these quantities are - with respect to the relatively small number of actual events
in comparison to the severity of those events — not are poor or insufficient outcome.

Public ©DAREnet Consortium 8
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4 Scenario-based Approach

The evaluation of the first DAREnet roadmapping cycle revealed challenges and shortcom-
ings. The establishment of national networks throughout the countries of the Danube re-
gion was more time consuming than envisioned prior to DAREnet. Moreover, the selection
of the challenges for the first cycle was rather broad and not equally distributed. Therefore,
two aspects have been discussed in a very specific and detailed manner (Data Management
and Communication), while discussions for other aspects remained on a more generic and
broader level. For these reasons, the current 27 cycle followed a different approach: To nar-
row down broad discussion in diverse fields of crisis management beforehand it was agreed
in the consortium to exclusivity focus on training aspects. In order to help creating a com-
mon mental image, a realistic flooding scenario was developed that represents different lev-
els of escalation in the crisis management cycle (ref. Figure 2). In this way, the scenario-
based approach supports the entire process of gathering and evaluating practitioner needs
and analysing gaps. Specifically, it helps to:

e focus on distinct actions and tasks only,

e address distinct groups of actors,

e ask specific questions,

e collect specific knowledge, and

e ultimately create a roadmap that truly reflects practitioner needs.

The scenario consists of a fictional setting with a complex fluvial flood situation developing
over multiple stages (receiving flood, flooding, post-flooding situations). During this evolu-
tion, tasks as well as challenges are varying in its intensity of different groups of actors.

Time

Figure 2 : Phases of escalation in the chosen scenario.

In the course of the discussion of the scenario, different activities should be separated and
evaluated in isolation, as an integrated consideration of all related tasks often leads to very
general observations that are well known and not really questioned by the community. For
example, communication and exchange of information are always seen as a bottleneck. As
the first cycle showed, there might be a tendency to devote considerable resources to a dis-
cussion of these aspects, while detailed analyses and discussions on other activities could be
suppressed.

A better focus could also be influenced by the choice of participants, e.g. senior firefighter
officers are usually closer to CCC than to the actual preparatory work and thus are more
closely associated with these issues. In this approach, the DAREnet project tries to address
these problems by separating tasks and focusing equally on each activity.

Public ©DAREnRet Consortium 9
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Error! Reference source not found. above is only providing a rough overview of the r
ange of tasks and activities caused by flooding. It does not reflect all the necessary tasks as-
sessed with this approach (cf. ANNEX 2). However, the scenario reflects the entire system
“civil protection” with all its elements which could influence the success or failure of any
task or activity the practitioners might be faced with. The main influencing factors are seen
in:

e the scenario itself consisting of geographical, environmental, hydrological, etc. con-

ditions;

¢ the involved actor and organisations, and
e external factors, medial pressure for example.

This resembles a complex system, consisting of multiple parts influencing each other. Any
task within the scenario — e.g. Levee Defence — can be further subdivided (into) different
elements: e.g.

e concepts,
e training, and
e equipment.

Additionally, related activities can be assigned to each of these tasks. Error! Reference s
ource not found. symbolises this principle for the example of the “Involvement of Spon-
taneous Volunteers”. This activity could be directly linked to “Levee Defence” measures.

/

Levee Tramlng
Control
Concepts
/
Levee
Equlprnent

,,Involvement of
V“

Figure 3: Example of activities and task in the scenario.

The scenario was introduced to practitioners and stakeholders from different countries in
the Danube region during a webinar! held on 3 July 2019. In close connection to the sce-
nario, a questionnaire was designed for gathering data and practitioners view towards inno-
vation potentials towards training in specific sub-domains of crisis management (cf. AN-
NEX 1).

1 Available via https://youtu.be/jTkzvXrR74g
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5 Reports from the Topic Working Groups

For the second DAREnet Roadmapping Cycle we decided to follow a new approach provid-
ing potential innovations within a demarcated area. Therefore, the second cycle followed a
scenario-based approach (cf. chapter 4) focussing on training aspects of diverse domains of
flood management during the entire disaster management cycle.

In the second cycle we defined the following RDI subgroups (some broken down into fur-
ther subtopics) with respect to the training aspect:

¢ Coordination, Command and Control;
e Alerting and Communication:
o Alert Concept,
o Early Warning,
o Social Media handling,
o Integration of spontaneous volunteers,
o Preparation of the public (citizens);
e Rescue Operations and Emergency measures:
o Airrescue,
Water rescue,
Boat operations,
Flood Protection Measures (Preinstalled protective measures),
Levee Control,
Levee Defence,
Evacuation,
Pumping operations,
Removal of flotsam / log jams,
o Hygienic measures;
e Logistics and Assistance:
o Supplying,
Sheltering,
Stocking/Warehousing,
Supply/restoring infrastructure,
Psychological support,
Social care,
o Securing evacuated areas.
The expertise within the TWG was collected through intensive source research, expert inter-
views at the 20d TWG Workshop in Vienna from September 24t to 25t and with the help of
the DAREnet National Contacts (DNC) using a survey (cf. questionnaire in ANNEX 1). Af-
terwards, these data were subsequently reviewed and analysed under the aspects of:

O 0O O O O O OO O

O o0 O 0 O

e Related challenges,
e Training Measures pointing to innovation opportunities,
¢ Relevance of the RDI Topic according to the following ranking schema:

A | high innovation potential

low innovation potential as it was not seen as rele-
C | vant task by the practitioners

In the following chapter, the results from these analyses are presented in detail. One should
keep in mind that the findings from the survey are outcomes derived from a sample. Thus,
the survey responses just indicate a trend, but do not represent robust results.

Public ©DAREnet Consortium 11
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5.1 TWG “Coordination, Command and Control”

5.1.1 Relevance of RDI Topic

In the event of an emergency or serious incident, it is necessary to set up a dedicated com-
mand structure. The command and control structures in disaster management are based on
strategic, tactical and operational commands. The principles of command and control are
scalable and can be applied at different levels from the national to the local level and in a
multi-agency environment. In detail, “coordination” refers to the bringing of forces and
other resources to ensure effective response to and recovery from emergencies. “Command”
is related to the internal direction of personnel and resources of an agency, operating verti-
cally within the agency. “Control”, finally, is the overall direction of response activities in an
emergency, operating horizontally across agencies.

With respect to the specific flooding scenario (cf. chapter 4) this topic sums up general Co-
ordination, Command and Control (CCC) questions once it is known that the respective
area will or might be hit by a disaster. In the scenario a significant flood is impacting an ex-
tend area and will challenge the exchange of information, situational awareness and coop-
eration of different CCC structures, as well as an efficient resource management.

5.1.2 Practitioner Needs

The following table summarizes the results from the conducted survey as well as the out-
comes from the 274 RDI Workshop in Vienna where practitioners from different fields dis-
cussed several challenges within the defined domains. The third column indicates practi-
tioner needs, which represent a first impression on potential innovation opportunities with
respect to the training aspect. The ranking given in the fourth column is an indicator for the
importance of each topic derived from the practitioner discussions at the 2rd RDI Workshop
in Vienna. Thus, this ranking is not statistically reliable. Matching the practitioner needs
with available solutions from research and RDI projects (cf. 4.1.3.1), products and solutions
on the market (cf. 4.1.3.2), best practices and lessons learnt by practitioners (cf. 4.1.3.3) as
well as experiences from flood history, external factors, risk management and prevention
(cf. 4.1.3.4) will result in the actual innovation opportunities (cf. 4.1.4). These innovation
opportunities will be the input for the RDI assessment and roadmapping done in WP5,
which will generate the foundation for the 20d DAREnet RDI roadmap.

Domain Challenges Practitioner Needs with re- | Rank-
spect to ‘Training’ ing
CcC Lack of realistic tasks in exercises More efficient training by real- | A
for professional DM istic, yet unpredictable sce-

narios, “professional” role
player (at any stage, victims,
stakeholders, political actors)

Lot of information loss in large ex- | Discussion-based exercises to

ercises limit information loss

Table-top exercises are not suffi- Training must be improved in A
cient in terms of realistic training terms of realistic situations

situation

Encouragement to coordinate Training for NGOs should be A
amongst themselves for NGOs > improved; preparation of key
targeting operational level personnel

Command protocols and their inte- | No discussion
gration in DM
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Preparation and implementation of | No discussion
public private partnership (PPP) in
disaster management plans

Responsibility: No capability for No discussion
autarky for more than 48 hours

Results from Questionnaire: More Training Needed? — Total
Coordination, Command and Control

yes: 73%

no: 27%

Figure 4: High percentage (3/4) of requests for more training needed.
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Figure 5: High demand for more training for untrained and trained personnel
(left), peak for tactical command level (right).

(technical and
organiza-
tional) In-
teroperability

Inter-organizational cooperation +
interfaces of systems (different sys-
tems for professional and volun-
teers)

Joint trainings

Communication: All services com-
municate on their selves, special-
ists need for inter-organizational
communication

Training in interagency commu- | A

nication (also cross-border)

Lack of interoperability, standards,
open interfaces

No discussion

Decision mak-
ing

Lack of or retarded (slow) political
decisions

No discussion

how to present to decision makers
(data security, interfaces)

No discussion

Decision processes - lot of negoti-
ations needed

No discussion

Involvement
of public

Interactivity between DM and pop-
ulation: data collections via social
media, warning with geo-fenced
calls - technical and organiza-
tional barriers

No discussion

Data / infor-
mation man-
agement

Lacking current information about
“troops”/ capacities and their com-
petencies/ knowledge/ skills/
training

No discussion

Monitoring: not fast/ wide enough;
plans are not monitored

No discussion

Social media, rumours, fake news
and information

See SM

Evaluations on interagency level,
international level, EU-level miss-
ing, no political will for establish-
ing joint knowledge data base

No discussion

No overview which data are col-
lected by whom and how to aggre-
gate data

No discussion

Innovation
management

knowledge about existing innova-
tions

No discussion

Volunteers

Lack of volunteers / no “culture” of
volunteering

No discussion

no training, no knowledge about
skills, competencies; extra effort
for volunteer needed

No discussion

Coordinating spontaneous, un-ed-
ucated persons

No discussion

(psychological) | Supply for responders No discussion
support
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Review on available solutions was made for the following practitioner needs as these were
higher ranked by the practitioners:

1. Training on unrevealed scenarios with ,professional” role players.

2. Training improved in terms of realistic situations (not table-top exercises).

3. Training improved for key personnel of NGO’s.
4. (technical and organizational) Interoperability (inter-agency communica-
tion and cooperation; interoperability of systems)

e Joint training,
e Training in interagency communication (also cross-border).

5.1.3.1 Solutions from Research and RDI Projects

Practitioner
Need

Existing Solution

Location

Short description

Realistic
training

PANDORA - Ad-
vanced Training
Environment for
Crisis Scenarios

Europe

PANDORA will bridge the gap between
table-top exercises and real-world sim-
ulation exercises, providing a near-real
training environment at affordable
cost. In a real-time, physics-based en-
vironment, PANDORA authentically
simulates all the dynamic elements of
the entire disaster environment. PAN-
DORA will emulate a complete crisis
room: realistic 3D visuals and audio
create a truly immersive, chaotic and
stressful environment. PANDORA re-
alistically responds to actions taken to
enable real individual training value
and the development of complete skill
sets. Pandora will train at all levels of
response, from management and con-
trol to all the on-scene activities for
emergency organizations. Further-
more, different crisis room will be able
to interact, thus recreating a near-real
interconnected cross-borders environ-
ment.

Outcomes:
The Pandora project has developed

- Afully functional augmented
reality system (and a proto-
type 3D virtual system) train-
ing environment, to provide
realistic, affective training,
with high levels of realism, to
provide more effective train-
ing scenarios and public out-
comes.

- The PANDORA system “Pan-
dora Advanced Training Envi-
ronment” (PATE), was de-
signed to bridge the existing
training styles. The training
takes place in a crisis training

2 Official website is not maintained anylonger
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room realised through a soft-
ware client that can be down-
loaded and installed locally. A
prototype system using a 3D
virtual room, delivered via a
web browser, in which train-
ees are represented using ava-
tars has also been partially
implemented.

- Trainees would normally in-
teract using separate work-
stations all in the same room,
and only occasionally meet
face to face. A portable mode
is also possible, as is another
where all participants are geo-
graphically dispersed.

- Apart from illustrating real-
life contingencies, PATE is
also designed to stress the
trainees emotionally through
its realism and various crisis
elements (such as garbled
communications).

PATE was tested over a three-day pe-
riod at the United Kingdom's Emer-
gency Planning College, a government
site in York. The trials involved an im-
mersive simulated crisis, and 13 gold-
level commanders of varying levels of
experience. Participant feedback was
positive, all saying that the training
was exceptionally realistic. Trainers
and trainees enthused about the sys-
tem being made available to them for
practical use.

ASSISTANCE — Europe The main purpose of ASSISTANCE Link
Adapted Situation project is twofold: On the one hand to | 1ipk
Tools and Tai- help and protect different kind of first |
lored Training responders’ (FR) organizations that
Scenarios for In- work together taking into account the
creasing Capabili- type of disaster/crisis they are mitigat-
ties and Enhanc- ing in each moment and on the other
ing the Protection hand, to enhance their capabilities for
of First Respond- facing complex situations providing
ers them advanced training based on Vir-

tual Reality (VR), Mixed Reality (MR)

and Augmented Reality (AR), tailored

to their real needs depending on the

type of incident.
INDIGO - Innova- | Europe The INDIGO project aims to research, | Link
tive Training & develop and validate an innovative sys- | 1ink
Decision Support tem integrating the latest advancesin | =~
for Emergency op- Virtual Reality, Simulation and Artifi-
erations cial Intelligence in order to homoge-

nise and enhance both the operational

preparedness and the management of

an actual complex crisis. It will enable:

* the 3D interactive and realistic visu-

alisation of the complete crisis envi-

ronment, including data coming from

Public ©DAREnet Consortium 16
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the field, simulation results, and build-
ing interiors. * the simulation of differ-
ent evolving scenarios for planning,
training, and anticipating future states
and impending developments during
operations, and analyse events after
the crisis. * the simultaneous training
of decision makers, crisis managers as
well as first responders and emergency
field units that will be influenced by
the simulated scenario and that will re-
ciprocally influence its evolution. * the
simultaneous involvement of multiple
participants, thanks to its distributed
architecture, while offering a unique
pictorial way of sharing and communi-
cating complex knowledge across or-
ganisation boundaries.

Outcomes:

- Acrisis training and crisis
management system has been
developed that enables public
authorities to better plan and
train organisations and crisis
managers for emergency situa-
tions.

- The system can provide 3D in-
teractive visualisation of the
disaster scene, including infor-
mation from the field, simula-
tion results and the interiors of
buildings.

- The system also enables differ-
ent scenarios to be created for
planning, training and antici-
pating future conditions and
impending developments dur-
ing the operation. It can also
be used for conducting post-
event analysis. Furthermore,
INDIGO allows the simultane-
ous training of decision mak-
ers, crisis managers and first
responders using simulated
scenarios to communicate and
share complex information be-
tween different organisations.

- The INDIGO system offers an
essential and integrated tool
for training personnel, plan-
ning operations, and facilitat-
ing crisis management and co-
operation across organisations
and nations.

Project “REPKA: Germany | One of the main rescue measures taken | 1i,k3
Regional evacua- in an attack, threat of an attack, major
tion — planning, accident or natural disaster is evacua-
control and adap- tion of the buildings, areas and regions
tation” affected. The primary objective is to

3 Only available in German
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evacuate people as quickly and as relia-
bly as possible, i.e. to remove them
from danger and get them to safety.
This research project concentrated on
regional evacuation in a scenario in
which a large group of people had left a
building and had to be moved to safety.
The project included virtual evacuation
exercises in the form of simulation
games. In the project’s solution, people
are located using existing (private)
wireless networks (including secured
ones). Their devices can be used as in-
dividual guidance systems to help
them escape.

Project “VoTeKK:
Preparation for
terrorist attacks,
crises and disas-
ters”

Germany

The goal of this project was to prepare
the German healthcare system for dis-
asters, crises and terrorist attacks. The
intention was to perform continuous
quality management on existing solu-
tions and identify weak points. The
project also sought to set up a disaster
medicine online academy and other e-
learning platforms.

Outcomes:

e Development of an E-Learning-
Platform (+ simulation-based and
VR-based means) for more effi-
cient training.

o Differentiation between necessary
knowledge at different command
levels --> content reduction/ adap-
tation necessary

e Training material: filming of e.g.
lectures for knowledge transfer /
training in e-learning with re-
striction of teaching content to ap-
prox. 10 - 15 minutes, direct visual
contact to the addressed audience,
change of perspective (e.g. be-
tween "totals", "portrait", "presen-
tation area"), and provision of
"smartphone-compatible" content

Link4

Unrevealed
scenarios

No solutions identified

Training Curricu-
lum

Training for
key person-
nel of NGO’s

Europe

Project “DITAC - Disaster Train-
ing Curriculum”

The DITAC project aims to develop a
holistic and highly structured curricu-
lum for first responders and strategic
crisis managers that are tasked in deal-
ing with disasters on a national and in-
ternational scale. The curriculum tack-
les dynamic challenges facing disaster
incident managers in order to enhance
the efficiency, efficacy, coordination,

Link
Link5

4 Only available in German

5 Official website is not maintained any longer
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coherence and appropriateness of their
response efforts.

The curriculum aims to establish a
standard practice among European
disaster and crisis managers in order
to pool resources and expertise by cul-
tivating a network of dedicated profes-
sionals. Educational integration of cri-
sis managers from national, regional
and international authorities, NGO's
and existing training institutions from
around the world shall lead to a more
concerted effort in disaster response.

Project “CAST — Comparative As-
sessment of Security-Centered
Training Curricula for First Re-
sponders on Disaster Manage-
ment in the EU”

Security-centered training course cur-
ricula on disaster management for first
responders (FR)* in EU member states
will be comparatively assessed with a
specially developed matrix-based soft-
ware: (1) for all EU member states (2)
as derived from international best
practices in the US, Russia, and Israel
as countries with extensive experience
in this field. The comparative assess-
ment will cover: (a) Didactic areas
(electronic and hardcopy teaching ma-
terials used, computer modelling, field
exercises); (b) Subject areas (terror
threats to FR; risk assessment and -
management; catastrophic terrorism;
weapons of mass destruction, -mass
killing, -mass disturbance; synchroni-
zation of response staff; (¢) compara-
tive evaluation of training course cur-
ricula by virtual reality safety training
with biofeedback. Representatives of
FR organisations and SME’s in security
technology will be involved throughout
the assessment. This new integrative
approach reflects the necessity of the
integrative operation of end-users and
representatives of the research and de-
velopment community to enhance Eu-
ropean joint security capabilities. The
results of the assessment will be used
to: (1) Establish an EU- security curric-
ula database; (2) Identify potentially
existing gaps in the EU training curric-
ula; (3) Recommend an Action Plan for
eliminating training deficiencies; (4)
Develop a standardized security-cen-
tered training curriculum for first re-
sponders on disaster management; (5)
Enhance the implementation of tech-
nology-based security programs into
FR organisations.

Outcomes:

Link
Link
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- Virtual Reality Security Train-
ing System (VRST), with bio-
feedback, permitting the simu-
lation of even extreme threat
situations, such as cata-
strophic terrorism with WMD
deployment.

- Astandardised curriculum for
training of first responders for
disaster management, reflect-
ing the assessment of organi-
sational and institutional
framework as well as the de-
mands resulting from the as-
sessment of threats, and im-
plementing best-practice strat-
egies and technologies.

European Resili-
ence Management
Guidelines
(ERMG)

Europe

Project “Smart Mature Resilience
(SMR)” will develop and validate Re-
silience Management Guidelines, using
three pilot projects covering different
CI security sectors, as well as climate
change and social dynamics. The Resil-
ience Management Guidelines will pro-
vide a robust shield against man-made
and natural hazards, enabling society
to resist, absorb, accommodate to and
recover from the effects of a hazard in
a timely and efficient manner, includ-
ing through the preservation and res-
toration of essential structures and
functions. A set of tools operationalize
crucial interdependent supporting
structures of the Resilience Manage-
ment Guidelines: 1) a Resilience Ma-
turity Model defining the trajectory of
an entity through measurable resili-
ence levels; 2) a Systemic Risk Assess-
ment Questionnaire that, beyond as-
sessing the entity’s risk, determines its
resilience maturity level; 3) a portfolio
of Resilience Building Policies that en-
able the entity’s progression towards
higher maturity levels; 4) a System Dy-
namics Model allowing to diagnose,
monitor and explore the entity’s resili-
ence trajectory as determined by resili-
ence building policies, and, 5) a Resili-
ence Engagement and Communication
Tool to integrate the wider public in
community resilience, including pub-
lic-private cooperation.

Project “RESILENS: Realising
European ReSiliencE for CritIcaL
INfraStructure”

Moving resilience from a conceptual
understanding to applied, operational
measures that integrate best practice
from the related realm of risk manage-
ment and vulnerability assessment is
the focus of the RESILENS project.

Link
Link
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RESILENS (Realising European Re-
SILiencE for CritIcaL INfraStructure)
will develop a European Resilience
Management Guideline (ERMG) to
support the practical application of re-
silience to all CI sectors. Accompany-
ing the ERMG will be a Resilience
Management Matrix and Audit Toolkit
which will enable a resilience score to
be attached to an individual CI, organi-
sation (e.g. CI provider) and at differ-
ent spatial scales (urban, regional, na-
tional and transboundary) which can
then be iteratively used to direct users
to resilience measures that will in-
crease their benchmarked future score.
Other resilience methods including
substitution processes and measures to
tackle cascading effects will also be de-
veloped. The ERMG and resilience
management methods will be tested
and validated through stakeholder en-
gagement, table-top exercises and
three large-scale pilots (transport CI,
electricity CI and water CI). The ERMG
and accompanying resilience methods
will be hosted on an interactive web-
based platform, the RESILENS Deci-
sion Support Platform (RES-DSP). The
RES-DSP will also host an e-learning
hub that will provide further guidance
and training on CI resilience.

Project “DARWIN - Expecting the
unexpected and know how to re-
spond”

DARWIN will improve response to ex-
pected and unexpected crises affecting
critical infrastructures and social
structures. It addresses the manage-
ment of both man-made events (e.g.
cyber-attacks) and natural events (e.g.
earthquakes).

The main objective is the development
of European resilience management
guidelines. These will improve the abil-
ity of stakeholders to anticipate, moni-
tor, respond, adapt, learn and evolve,
to operate efficiently in the face of cri-
ses. Guidelines will be presented in
formats for easy usage and mainte-
nance to avoid them being dust-collec-
tors on a shelf. To enable dynamic,
user-friendly guidelines the project will
adapt innovative tools (e.g. serious
gaming, training packages), test and
validate the guidelines, and establish
knowledge about how organisations
can implement guidelines to improve
resilience.

Link
Link
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To teach players about resilience con-
cepts, DARWIN developed a serious
game based on virtual reality.

Project “TEAM-
WORK: Crisis
simulation for col-
laboration be-
tween emergency
services and the
public”

Germany

The River Elbe and River Saale floods
are examples of complex crises in
which a wide variety of emergency ser-
vices worked together. Around 1.7 mil-
lion helpers volunteered during the
most recent extreme flooding, under-
lining the special role played by the
public in these situations. The TEAM-
WORK project was looking to develop
a software-based training system for
disaster management personnel and
volunteer helpers. It would then be
made available to emergency services
and volunteers so that they can prac-
tice working together to respond to un-
familiar crises.

Outcomes:

e Development of a software-based
training system (serious gaming)
for disaster management with
spontaneous volunteers -> (collab-
orative) scenario editor

Link6
Link”7

IMPROVER - Im-
proved risk evalu-
ation and imple-
mentation of re-
silience concepts
to critical infra-
structure

Interopera-
bility (tech-
nical and or-
ganiza-
tional),
Training in
interagency
communica-
tion (also
cross-border)

Europe

The overall objective of IMPROVER is
to improve European critical infra-
structure resilience to crises and disas-
ters through the implementation of
combinations of societal, organisa-
tional and technological resilience con-
cepts to real life examples of pan-Euro-
pean significance, including cross-bor-
der examples. This implementation
will be enabled through the develop-
ment of a methodology based on risk
evaluation techniques and informed by
a review of the positive impact of dif-
ferent resilience concepts on critical
infrastructures. The methodology will
be cross sectoral and will provide much
needed input to standardisation of se-
curity of infrastructure.

Outcomes:

IMPROVER’s cooperation with the Eu-
ropean Reference Network for CI Pro-
tection has yielded a series of CI opera-
tor workshops on CI resilience to en-
sure that practitioners both inform and
benefit from the project’s work.

Link
Link

EPISECC - a Col-
laborative Project
which will Estab-
lish a Pan-Euro-
pean Information
Space to Enhance

Europe

The project EPISECC is aiming at de-
veloping a concept of a common “Eu-
ropean Information Space”. This infor-
mation space is dedicated to becoming
the key element in a future integrated
pan-European crisis and disaster

Link

6 Only available in German

7 Only available in German
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seCurity of Citi-
zens

response capacity. Besides the devel-
opment of a common Taxonomy and
an ontology model, aimed at address-
ing the Semantic Interoperability is-
sue, EPISECC will focus on the estab-
lishment of Interoperability at Physical
(i.e. network) and Syntactical (i.e. au-
tomated information exchange) levels.
One of the main purposes of the EPI-
SECC approach, is to allow analysis of
interoperability at all levels.

Project “LAGE:
Integration of ex-
isting information
systems for joint
crisis manage-
ment”

Germany

The overarching goal of this project
was to bring about a collective under-
standing of the events, structures and
processes in operations by means of
report data mediation. To this end, an
information pool and integrated pro-
cesses were used, taking into account
all connected systems, to generate an
overall situation report to facilitate a
networked operation command struc-
ture. The scenario was an accident/at-
tack at a city-centre major event
(World Cup or Love Parade, for exam-
ple) with huge numbers of injured per-
sons and particularly included Dort-
mund Central Station. The aim was to
draw up a comprehensive strategy to
ensure organisational, semantic and
technical interoperability between the
emergency services.

Link8

Project “PRI-
KATS: Priority
setting for rescue
measures”

Germany

The research project focused on two
main areas. In terms of government
and organisation, it analysed the coop-
eration between and coordination and
control of the various authorities and
organisations at the national, federal
state and local level in the event of ma-
jor incidents involving more than one
federal state. This research pinpointed
weaknesses, revealed and took on
board the experiences, standpoints and
priorities of the various stakeholders
and developed options for solutions. In
terms of legal issues, the project’s work
was aimed at reviewing the different
legal standards and any potential con-
flicts with principles and provisions of
constitutional law and procedures. In
particular, this part of the project
asked which procedures and standards
should serve as the basis for setting
and implementing priorities with re-
gard to rescue measures to be taken.

Link9

Interopera-
bility (tech-
nical and

No solutions identified

8 Only available in German

9 Only available in German
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organiza-
tional), Joint
trainings
5.1.3.2 Solutions on the Market
Practitioner | Existing Solution Location | Short description Link
Need
Realistic HumLog Suite Europe HumLog Suite is a performance as- | Link
training sessment platform that serves logistic
processes in crisis management. It can
operate on both current operational lo-
gistics network and fictional (planned)
network configurations.
SIM-CI Europe SIM-CI provides a clear overview of Link
what critical infrastructures (electric-
ity, gas, water, telecom, internet, road,
traffic networks) will be affected in the
case of a disruptive event such as a
flooding or a cyber-attack.
Scenario building | Europe Scenario building tool — a dynamic | Link
tool tool regarding multiple hazard scenar-
ios simulation for the training civil
protection actors. Tool was developed
in the frame of the H2020 IN-PREP
project.
SE-Star: THALES Europe SE-Star: THALES Crowd Simula- | Link
Crowd Simulation tion is a life simulator managing: in-
ternal variables, motivations & emo-
tions, stimuli, personality and behav-
iours.
Preparedness for | Europe Preparedness for Decision Mak- | Link
Decision Making ing in Crisis — a software platform
in Crisis that enables creating and running all
kinds of simulation applications and
can be used as an interactive decision-
making game, as well as a for multi-
variant analysis.
PROCeed Labora- | Europe PROCeed Laboratory supports de- | Link
tory cision makers in choosing the best so-
lutions by simulating the consequences
of decisions and events that are based
on predefined cause-effect rules.
Unrevealed No solutions identified
scenarios
Training for | Journal Article: Fatima Navas, Gonzalo Malvarez, Ed- Link
key person- Flood Hazard Pre- mund Penning-Rowsell, and Dennis J.
nel of NGO’s | vention Appraisal Parker "Flood Hazard Prevention Ap-
in Europe: Train- praisal in Europe: Training Key Stake-
ing Key Stake- holders on the Benefits and Costs of
holders on the Efficient Protection and Response,"
Benefits and Costs Journal of Coastal Research 85(sp1),
of Efficient Pro- 1546-1550, (1 May 2018).
tection and Re- https://doi.org/10.2112/S185-310.1
sponse
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Interopera- I0-DA Europe IO-DA - enables a user to input re- Link
bility (tech- sponsibilities and tasks of different
nical and or- agencies and applying different strate-
ganiza- gies to automatically deduce collabora-
tional), tive process models.
Jointtrain- | INTERREG: Dan- | Europe Project JOINTISZA - Strengthening | Link
mng ube Transnational Cooperation between River Basin
Programme, Management Planning and Flood Risk
JOINTISZA Prevention to Enhance the Status of
Waters of the Tisza River Basin.
Interopera- No solutions identified
bility (tech-
nical and or-
ganiza-
tional),
Training in
interagency
communica-
tion (also
cross-border)
5.1.3.3 Best Practice and Lessons Learnt by Practitioners
Practitioner | Existing Solution Location | Short description Link
Need
Realistic Full scale Exercise | USA This push for more realistic exercises | Link
training ,“Cascadia is echoed by University of Washington
Rising”, 2016 (one professor Hans Scholl, who looked at
of the largest in the Cascadia Rising 2016 Exercise that
the USA and the was one of the largest ever held in the
World) United States:
~Currently in a lot of cases we are do-
ing just training exercises that we esti-
mate we can handle. This old-fash-
ioned training strategy needs to be
changed by stressing the systems and
use methods that will limit our ability
to respond to the unusual conditions -
we’ll better prepare for realistic situa-
tions.”
Serious games for | Norway A recent game, which is developed by a
disaster manage- Norwegian team, developed a serious
ment game as an alternative to table-top ex-
ercises. The game scenario is based on
the extreme weather event Synne hap-
pened in the west coast of Norway in
2015. The game is designed for a single
player, while the mechanics are framed
in such way that the player should deal
with limited resources, and elevated
event pressure over time to manage.
»The advantages of gaming approach
are numerous. It is a less costly alter-
native for training activities that can
complement field training or alterna-
tive to the table-top exercise and allow
intended trainees (e.g. emergency
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management personnel and decision
makers) to train more often than they
otherwise would be able to do in field-
based exercises.” Well-made training
games can replicate conditions in vari-
ous scenarios; allow organizations to
record the exercises and logging the
actions for later review, debriefing or
repetition.

Article: Radianti J., Tronslien M.N.,
Moland M.E., Kulmus C.A., Thomas-
sen K.K. (2017) A Crisis Management
Serious Game for Responding Extreme
Weather Event. In: Dokas 1., Bella-
mine-Ben Saoud N., Dugdale J., Diaz
P. (eds) Information Systems for Crisis
Response and Management in Medi-
terranean Countries. ISCRAM-med
2017. Lecture Notes in Business Infor-
mation Processing, vol 301. Springer,
Cham

Europe

Some studies consider serious games
as complementary learning tools for
disaster management, especially help-
ful in acquiring soft skills (ex.: commu-
nication, team management etc.).
There are already many serious games
available for different scenarios (ex.:
hazmat incident, terrorist attacks
a.s.0.). See more:

Article: 1. Di Loreto, S. Mora and M.
Divitini, "Collaborative Serious Games
for Crisis Management: An Overview,"
2012 IEEE 21st International Work-
shop on Enabling Technologies: Infra-
structure for Collaborative Enterprises,
Hammamet, 2012, pp. 352-357. doi:
10.1109/WETICE.2012.25.

Unrevealed
scenarios

Unpredictable
scenarios in emer-
gency exercises

Norway

The study evaluates how learning ob-
jectives are fulfilled during 3 full scale
exercises based on a scenario of on-
shore hydrocarbon pipeline leaks.

»Repeating (practically) the same sce-
nario, with (practically) the same par-
ticipants after some of the identified
lessons have been assimilated
(learned), as in the studied series, is
recognized to motivate participant or-
ganizations by providing evidence of
learning” [p.9]

Article: Metallinou, Maria-Monika.
(2017). Single- and double-loop organi-
zational learning through a series of
pipeline emergency exercises. Journal
of Contingencies and Crisis Manage-
ment. 26. 10.1111/1468-5973.12214.

Training for
key person-
nel of NGO’s

CIPROVOT -
CIVIL

Europe

CIPROVOT is an Erasmus+ project
aiming at developing an online train-
ing course developing knowledge and
skills on the Integrated Disaster

Link
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PROTECTION
VOLUNTEERS
TRAINING

Management Systems (IDMS) among
Civil Protection volunteer organisa-
tions (including NGOs). Starting from
late October 2019, the CiProVoT online
platform on Emergency planning and
Disaster Risk Reduction is being avail-
able in English, Italian, Greek and Por-
tuguese.

Also one of the project outputs is a DE-
SIGN OF METHODOLOGY FOR FOR-
MAL AND INFORMAL CIVIL PRO-
TECTION VOLUNTEERS AND AS-
SESSMENT CRITERIA, available at
https://ciprovot-project.eu/me-
dia/ciprovot-io2-en.pdf.

Interoperabil
ity (technical
and

organization

al),

Joint
Training

THE EUROPEAN
COMMUNITY
CIVIL
PROTECTION
MECHANISM
TRAINING
PROGRAMME

(Module field exer-
cise organised under
the supervision of the
European Commis-
sion)

Europe

Civil protection exercises: contrib-
uting to enhancing collaboration in
disaster preparedness across borders,
providing opportunity for testing spe-
cific response capacities, as well as the
self-sufficiency, interoperability, coor-
dination and common procedures of
response teams and equipment.

The training programme is an essen-
tial part of the Community Mecha-
nism. It is crucial in preparing experts
for international civil protection assis-
tance interventions inside, as well as
outside the European Union. It also
provides an excellent platform for ex-
perience-sharing and networking be-
tween national experts from partici-
pating countries. The programme in-
volves training courses, joint simula-
tion exercises and an exchange pro-
gramme, where experts can learn
first-hand about similar responsibili-
ties under different national systems.

https: //www.igsu.ro/docu-
mente/SAEARI/Training bro-

chure.pdf

Link

EXCHANGE OF
EXPERTS

Another approach to facilitate inter-or-
ganizational cooperation is the EX-
CHANGE OF EXPERTS. For exam-
ple such exchange opportunities are of-
fered by the Union Civil Protection
Mechanism.

Study: From Dis-
cussions to
Games: Facilitat-
ing Interactions
Between Experts
from Aviation and
Humanitarian Aid

It is important to facilitate discussions
between different organisations impli-
cated in disaster management to en-
sure the identification of ,,problem ar-
eas”. The authors of the study propose
a tree step approach: (1) discussion
rounds with experts, (2) gaming-re-
lated method and (3) simulation game
in order to identify crosscutting issues
as an indicator of a mutual under-
standing. The game helped to illustrate
the interdependencies between the
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various elements within and between
their lines of work. In addition to the
two complex systems benefitting from
an improved awareness and under-
standing of each other, the game ses-
sion also provided valuable insights for
research.

Article: Freese M., Meesters K., Van
de Walle B. (2019) From Discussions
to Games: Facilitating Interactions Be-
tween Experts from Aviation and Hu-
manitarian Aid. In: Hamada R. et al.
(eds) Neo-Simulation and Gaming To-
ward Active Learning. Translational
Systems Sciences, vol 18. Springer,
Singapore

Interoperabil
ity (technical
and
organization
al),

Training in
interagency
communica-
tion (also
cross-border)

Flood Awareness
and Prevention
Policy in border
areas: Joint ap-
proach to cross-
border flood man-
agement. Practi-
cal solutions to
improve coopera-
tion in border re-
gions

Europe

East Flanders (Belgium) Provincial
Safety Cell involves representative
from Zeeland (Netherlands) The East
Flanders Provincial Safety Cell (the co-
ordination centre of the Governor) in
Belgium organises monthly formal
meetings to discuss current issues in
the field of public safety and contin-
gency planning. As well as the Belgian
partners, a representative of the ad-
joining Dutch province of Zeeland also
participates in these meetings. The
East Flanders Provincial Safety Cell
also operates when there are major in-
cidents and disasters. The Zeeland rep-
resentative will be alarmed and called
to the meeting if cross-border issues
arise or cross-border communication is
needed. If there are emergency situa-
tions in Zeeland with cross-border ef-
fects, the representative starts the con-
tacts with East Flanders immediately.
As well as the contacts in the Safety
Cell, the chairman of the Safety Cell
and the Zeeland representative cooper-
ate in a number of cross-border and
European projects. They have each
other’s mobile phone numbers and
contact each other weekly. Both East
Flanders and Zeeland organise intro-
ductory internships for operational of-
ficers of the emergency services on
both side of the border. This is a good
example of how knowing each other in
advance is a big advantage for working
together in a crisis.
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5.1.3.4 Experiences from Flood History, External Factors, Risk Management and
Prevention

Practitioner
Need

Experiences from Flood History, External Factors, Risk Management
and Prevention

Realistic train-
ing

Training for official responders and other stakeholders should include dissemi-
nation and communication of knowledge with respect to the potential for disas-
ters. Methods and materials should be based on the preliminary data of the risk
assessments. Both on-the-job learning and training refresher courses may be ap-
propriate to update skills when there is a gap in time between the training and
the opportunity to apply the training content.

Exercises exist in a wide variety, ranging from table-top scenarios to full-scale
disaster simulations, offering participants different learning experiences. How-
ever, these exercises can be overwhelming to newcomers, especially when involv-
ing large scale simulations, reducing the effectiveness of the learning experience.
In order to make the learning experiences more effective to newcomers, re-
searchers or professionals, a new exercise is proposed. This exercise, designed as
a serious game, provides a new way to introduce people to the field of disaster
management in general and information management in particular.

Training content must highlight the importance of external experts listening to
and empowering the local community to take charge of the recovery process.
Therefore, wide consultation is indicated for any intervention or training pro-
gram privileging the local perspective and adopting a strengths approach. How
do we best use the community’s resilience? Training content needs to highlight
the critical importance of supporting existing social support frameworks—fami-
lies, neighbourhoods, social groups, schools, workplaces, and gathering places.

Unrevealed
scenarios

We must learn how to design and carry through exercises should become a pro-
fessional occupation. There are many kinds of exercises. In hospitals one very
useful method is to divide the plan into subsections, and to exercise various por-
tions separately. Films, videos and computers all have their uses.

Without the exercises, we might not even have realized the deficiencies in the
routines, nor been able to demonstrate the practicality of the changes.

Some more economical yet effective method must be used. The method which it
has been using in the past of couple of years is the ‘Talk-through’ exercise. Talk-
through exercises were designed for those who carry responsibility, those who
have to make decisions, it is unlikely that they will be let down by the ordinary
rank and file.

Successful exercises can enhance perceptions of teamwork, training adequacy,
response network effectiveness, job risk, and equipment adequacy. The link be-
tween exercise participation and perception of planning adequacy was found to
be equivocal.

In general, there are five principal benefits attributed to disaster exercises. First,
they permit inferential testing of the adequacy of a disaster plan. That is, since an
exercise represents an event response designed using premises and resources de-
scribed in a plan, the extent to which the exercise is successful demonstrates the
efficacy of the plan. Second, exercises allow + again by inference + testing of the
adequacy of training of personnel. Exercises involve incident scenarios that are
intended to replicate the demands on knowledge, skills and abilities posed by
real events, and which an effective training program should create. To the extent
that exercise performance uncovers gaps in participant knowledge, skills and
abilities, the relevant training programs can be deemed to require revision.
Third, exercises may be publicized in the community consequently enhanc-

ing the visibility of the agencies involved (demonstrating their readiness and
possibly increasing their public credibility), and similarly reassuring the public
that emergency authorities are aware of dangers and prepared to take measures
to reduce negative impacts. Fourth, exercises provide hands on checks of com-
munication systems, equipment, and other materiel. Finally, a well-designed ex-
ercise tests the viability of the emergency response network relative to the threat
exercised.

Public
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Some emergency managers argue that exercises serve as an opportunity to * “val-
idate" training and planning. Thus, developing an exercise involves a variety of
milestones designed to create or simulate an event or incident that approximates
the threat addressed in the planning and training phases. A critical initial mile-
stone is to set the objectives for the exercise. These may be broad or narrow, de-
pending on the scope of testing that is desired. Thus, in exercising a flood evacu-
ation plan, one might devise an exercise built solely around testing the warning
phase activity. Consequently, such an

exercise might involve tasks associated with:
(1) evaluation of threat data by local emergency managers;
(2) the decision that evacuation was required in one or more geographic ar-
eas;
(3) the construction of a warning message; and
(4) the notification and mobilization of the agencies involved in disseminat-
ing the message to the public.

Assuming that the exercise is successful, these effects can be stated as a series of
expectations:
e exercise participants should perceive higher levels of teamwork;
e exercise participants should perceive higher levels of response network
effectiveness;
e exercise participants should perceive higher levels of training adequacy;
e exercise participants should perceive higher levels of planning adequacy;
e exercise participants should perceive higher levels of equipment ade-
quacy;
e exercise participants should perceive lower levels of job risk.
Training professional and volunteer workforces prior to or after a disaster places
many demands on training coordinators and facilitators:
¢ Harnessing a range of inputs and coordination;
¢ Communicating;
¢ Ensuring clarity of roles;
e Understanding of needs and purpose;
e Maintaining a big vision;
+ Engaging and genuinely involving the affected community to hasten; and
e support their recovery.

There is also the need for specific targeted inputs of training after impact, as re-
covery workers need to be equipped to respond to the period ahead, for example,
understanding the longer-term recovery issues, service withdrawal, and anniver-
sary reactions. Training could also encompass the community itself—what infor-
mation might residents benefit from in understanding their experience and plan-
ning their recovery in ways that empower the community.

Training is required to ensure that capability is sustained, and practices are of
high quality. Such training, if based on clearly articulated principles of disaster
recovery management and internationally accepted guidelines, will equip partici-
pants with best practice approaches to their roles.

Training for
NGOs

The dissemination of knowledge should lead to the identification of key people
with an interest in participating in disaster prevention and preparedness
measures.

Basic tasks may require a very brief instruction on how to do the task safely,
while complex tasks may require more training to address the associated hazards
and determine the point at which training is most appropriately offered.

Interoperability
(technical and or-
ganizational),
Joint trainings

The training should use clear language, provide useful information, identify the
authoritative agency and provide multiple communication methods to ensure the
maximum number of people is reached.

Options include training of volunteers before they are accepted and begin their
work, during response, or after the event.

Interoperability Creation of international training centres is recommended.
(technical and or-
ganizational),
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Training in in-
teragency com-
munication
(also cross-
border)

5.1.4 Innovation Opportunities

The following table summarizes the matches between practitioner needs and identified solu-
tions derived from the different fields “Solutions from Research and RDI Projects” (short
name: research), “Solutions on the Market” (short name: market), “Best Practices and Les-
sons Learnt” (short name: best practice). Cells that are coloured green indicate that solutions
were found. However, it does not give any feedback of the quantity and quality of the solu-
tions. On the other hand, cells coloured in grey signify blind spots in the portfolio of available
solutions.

During the DAREnet Consortium Meeting in Belgrade from November 21-22, 2019, a further
prioritisation was done reflecting the potential innovation opportunities. Thus, those practi-
tioner needs that are marked with ‘x’ are our identified innovation opportunities that will be
transferred to WP for the assessment. Within the column ‘remarks’ specifications according
to the needs are given.

Table 2: Matches between practitioner needs and identified solutions

P}‘ioritisa— Solutions from
Practitioner Needs tion from Remarks .
Belgrade Research | Market | Best Practice
Meeting

Terlbetie miming ) Not seen as problem for CCC

as CCC is table top anyway.
Unrevealed scenar- ) See above.
ios
Training for key - Depending on country
personnel of NGO’s X
e Development Guidelines
e Standardisation of terms
and definitions (com-
e b mon communication)

o Establishment of a law
X distributing responsibil-
ity among organisations

(technical and or-
ganizational), Joint

trainings on international level
e Harmonisation of train-
ing curricula (inter-
agency, international)
* Development Guidelines
e Standardisation of terms
Interoperability and definitions (com-
(technical and or- mon communication)
ganizational), e Establishment of a law
Training in inter- X distributing responsibil-
agency communi- ity among organisations
cation (also cross- on international level
border) e Harmonisation of train-

ing curricula (inter-
agency, international)
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5.1.5 Lessons Learnt

At the DAREnet Consortium Meeting in Belgrade from November 21-22, 2019, a workshop
on the assessment of RDI gaps and requirements of practitioners as identified and presented
by the WP4 task leaders of T4.2 — T4.5 was conducted. The assessment was carried out by
the participants as defined in WP5 tasks T5.3 — T5.5. The results from this first assessment
can be seen as lessons learnt as they include a scoping and maturity check of the innovations
opportunities identified in WP4.

Regarding the first topic ‘Coordination, Command and Control’ the following lessons learnt
were highlighted:

Public

Situational awareness/ Information sharing: VR/Serious gaming seems not
to be sufficient as this is table top work. However, operational personnel need physi-
cal experience. Thus, a combination of VR/real exercise might be useful. Moreover,
serious gaming might be suitable as one element for training on psychological support
as well as for a better visualisation of cascading effects.

Realistic training: A simulation of real objective events (phenomena) and charac-
terisation would be useful. Moreover, a simulation of consequences, i.e. real interde-
pendencies and sequence of phases would be helpful. In this regard, VR for realistic
visualisation as well as serious gaming seem to be key elements for more realism in
training. Courses with mixed exercises (some real exercise and some table-top) and
in-field training (e.g. also with flooded terrain) as well as reasonable scenarios (prob-
able ones and at least one worst-case scenario) were recommended. However, there
was general consensus that the content of the course is more important than the form.
Joint Training: For joint trainings, it was remarked that ‘ready-to-hire/use infra-
structure (rooms, training grounds, ete.), or at least a
catalogue of such infrastructure would be desirable. Also training on how to set-up
command posts for each organisation and consistent guidelines (standards) of inter-
agency/international cooperation including standardised terms and definitions
(common communication) and common exercises were recommended. Moreover, it
was desired to establish a law distributing responsibility among organisations on in-
ternational level and to harmonise training curricula on inter-agency as well as inter-
national level.
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5.2 TWG “Alerting and Communication”

5.2.1 Relevance of RDI Topic

In general, “Alerting” is used to inform agencies, authorities, and/ or the public about emer-
gencies in order to take up actions. The most important mean in this context is “Communi-
cation”. During and immediately after a disaster situation communication is a integral com-
ponent of response and recovery for data exchange and the continuance of the chain of
command. The consideration of “Alerting and Communication” can be sub-divided into dif-
ferent aspects listed below:

Alert Concept

Are there sufficient concepts to alert responders and related other actors in a timely man-
ner?

Early Warning

Are there systems installed to provide timely and accurate warnings to the public and au-
thorities? Who has access to this kind of data?

Social Media handling

During the last couple of years, the importance of self-organized activity of the public as
well as the relevance of possible false information becomes obvious. Another aspect of so-
cial media would also be crowd sourced information gathering and the effective integration
in situational awareness management. Both aspects might be challenging for the respond-
ers.

Integration of spontaneous volunteers

Flood events in the last decades demonstrated the willingness of people not associated to
responding authorities or organizations to become active and support response measures.
For those in charge of the operations, this is a challenging situation, since there are organi-
zational questions which need to be solved as well as the lack of training and equipment.
However, in uncritical environments and labour-intensive tasks, these could support the re-
sponse efficiently.

Preparation of the public (citizens)

Is the public aware of the flood risk? Are there programs to prepare the public? Do evacua-
tion routes exist? Does the public know?

5.2.2 Practitioner Needs

The following table summarizes the results from the conducted survey as well as the out-
comes from the 2 RDI Workshop in Vienna where practitioners from different fields dis-
cussed several challenges within the defined domains. The third column indicates practi-
tioner needs, which represent a first impression on potential innovation opportunities with
respect to the training aspect. The ranking given in the fourth column is an indicator for the
importance of each topic derived from the practitioner discussions at the 2nd RDI Workshop
in Vienna. Thus, this ranking is not statistically reliable. Matching the practitioner needs
with available solutions from research and RDI projects (cf. 4.1.3.1), products and solutions
on the market (cf. 4.1.3.2), best practices and lessons learnt by practitioners (cf. 4.1.3.3) as
well as experiences from flood history, external factors, risk management and prevention
(cf. 4.1.3.4) will result in the actual innovation opportunities (cf. 4.1.4). These innovation
opportunities will be the input for the RDI assessment and roadmapping done in WP5,
which will generate the foundation for the 22d DAREnet RDI roadmap.
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Domain Challenges Practitioner Needs with respect to ‘Train- Ranking
ing’
Prepara- Lack of knowledge by Strengthen or create formal Disaster Risk Reduc-
tion of the | general public tion (DRR) education programs (school curricula)
public (citi- to educate citizens from a young age
zens)

Strengthen or create informal Disaster Risk Re-
duction (DRR) educational programs based
strongly on interactive concepts > Using games
as educational tools or make use of public events
to promote DRR education

Include the marginalized communities in the pre-
vention phase (ex.: minority groups, people with
low income, people from remote areas etc.) to re-
duce their vulnerability to flood risk (or other type
of risk)

Make tourist, who visit flood prone areas, aware
of the flood risk and the measures they should
take in case of an emergency situation - includ-
ing tourist in the early warning system (more
linked to technical aspects, not training!)

C

Percentage

personnel.

Results from Questionnaire:

More Training Needed? — by: Training Level
Preparation of the Public

Figure 6: Medium but constant request for
more training for trained and untrained

More Training Needed? — by: Command Level
Preparation of the Public
100

~
w

T
W -

Percentage
w
o

n
[S2]

command levels.

Integration
of sponta-
neous vol-
unteers

Better inclusion of the
volunteer units in the
alert concept

Identifying ‘gatekeepers’ (leaders, even if self-ap-
pointed, within a group of spontaneous volunteer
group who can organize the group) in different re-
gions/communities prior to an emergency situa-
tion (during the preventions phase) and train
them periodically in how to handle volunteers -

No guidelines for han-
dling spontaneous vol-
unteers

Include the integration of spontaneous volunteers
in the existing guidelines, to have a clear picture
on what and how the institution should handle
these volunteers - Establishing clear guidelines
to inform for future activities and recommenda-
tions and providing a Training of Trainers mate-
rial for future use regarding digital volunteers in
disaster risk management
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Provision of shelter for | training regarding sheltering for the persons in
spontaneous volunteers | charge would be necessary

monitoring emerging Establishing networks with emerging volunteers C
volunteer groups in or- | in time

der to them not to in-
terfere with the activi-
ties of the institution

Results from Questionnaire:

More Training Needed? — by: Training Level
Integration of Spontaneous Volunteers More Training Needed? — by: Command Level
Integration of Spontaneous Volunteers

100-
100-

g 75-
% 50- e
& B s 75-
@ p5- $
s so- e
0- i;; . yes
a
25-
5 0-
(\U
\DO
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@
‘}{Cr

Figure 8: Very high demand for more
training especially for trained personnel
2 improvement potential.

Figure 9: General problem seen on strate-
gic level 2 integration of (too many) SP in
chaotic first phase, missing instructors,
(too) less SP in later phases with lack of

man power.
Alert Con- | Usage of different in- training of usage of existing technical/conceptual | C
cepts formation technologies | solutions = capability improvements regarding

for information sharing | alert concepts are highly reliant of technical / con-
ceptual solutions

Inclusion of volunteers | See Integration of spontaneous volunteers

Results from Questionnaire:
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More Training Needed? — by: Training Level More Training Needed? — by: Command Level
Alert Concept Alert Concept
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Figure 10: Rather high and constant de- Figure 11: Higher demand on strategic
mand for more training also for trained command level.
personnel.
Early Involvement of public Training the public in order to better interpret the
Warning warning messages > tailoring warning messages

taking into consideration socio-demographic vari-
ables of the public in order to maximize message
effectiveness and to avoid creating panic

Promotion of already
available educational
content (ex.: websites,
mobile apps etc.)

Training activities could cover Seminars on PR
and Advertising for the personal within an institu-
tion responsible for such activities in order to un-
derstand how to use different information tech-
nologies and communication channels to maxim-
ize the outcome of the material promotion and to
extend promotional campaign reach

How to design message
content and form

No discussion

With regard to formal lobbying for a better DRR curriculum C
education, some coun-

tries do not have a

strong DRR curriculum

many early warning it is important to have a functioning tech- C

systems in place in dif-
ferent countries

nical/conceptual model in place before even
speaking about training aspects regarding early
warning - Test out the systems functionality, Or-
ganize periodical exercises to test the system,
Training the citizens on how to act during early
warning

Results from Questionnaire:

Public
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Figure 12: High demand for more training Figure 13: Problems/ demand for more
Jor trained personnel. training seen on higher command levels.
Social Me- | Usage of SM channels training in usage of SM for public
dia han- for knowledge sharing
dling and public awareness
raising
if the responding au- clear protocols and the personal in charge with
thorities or organiza- this task should be trained accordingly
tions mandate dictates
using SM for alarming
Identify other respond- | No specific training requirements were identified | C
ing authorities or or- for these activities
ganizations that are
present on SM who
have good content and
you may share each
other’s content occa-
sionally.
How to publish content | Depending on specific SM platforms (ex: Face-
on social media to book, Twitter etc.) information has to be pre-
reach maximum effec- sented in a certain way to resonate with its users
tiveness (Prepare the and to have a greater reach. That is why research-
RIGHT multimedia ers and practitioners advise to publish mainly
content, appropriate multimedia content (ex.: pictures, videos, in-
for different SM plat- fographics, interactive maps etc.) in favor to long
forms, to promote dis- | text messages. Developing/designing/capturing
aster preparedness) such content can take specific skills. And, while
there is no need for emergency personal to be
trained to edit videos, making them understand
how SM work through training activities already
proposed before, they can design communication
strategies and campaigns, and materials related to
this design can be delivered by advertising agen-
cies or as some of the participants mentioned, dig-
ital volunteers
Set up a team of different specialist to handle SM
in order to gather and to filter in real time user
generated data about an emergency situation dur-
ing its unfolding, to improve situational aware-
ness and also check information reliability of user
generated data regarding an ongoing emergency
Public ©DAREnet Consortium
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situation, considering also information bias -
training in data handling

Preparation of a code of
conduct and a SM strat-
egy plan regarding SM
use (“How to use SM” +
primary objectives +
responsibilities)

training in usage of SM for professionals

obstacles in SM use by
different organizations
(depending on each or-
ganizations code of
conduct for SM use,
some messages may
need approval before
they can be posted)

No discussion

in many countries, SM
is used mainly for Pub-
lic Relationship (PR)
and not for risk or crisis
communication = Use
social media also as an
alternative channel for
alarming

it is important to have a clear code of conduct and
a social media strategy in place = once these doc-
uments are in place, people involved in social me-
dia management can be trained according to the
task

Specially trained per-
sonnel were seen as a
key issue when it comes
to social media han-
dling

All people involved in SM handling should be
trained to follow a well formulated mandate >
SM team should be composed of different special-
ists coordinated by situational officers who are in
constant connection with COP

a way to improve existing capacities is to train
Public Relationship Officers in Social Media man-
agement, Online marketing and Multimedia con-
tent management

Dissemination mes-
sages regarding DRR
through SM was seen
as an additional chan-
nel to further public ed-
ucation and prepared-
ness

persons in charge should be either trained in
online marketing and SM management or work
together with advertising agencies or volunteers
who have specific skills in this regard

Using/handling user
generated data during
an emergency situation
to raise situational
awareness

absolutely necessary to filter and check the infor-
mation: 1. Request information from the public
trough public announcement (no training
needed), 2. Filter and proof social media data with
the help of preregistered digital volunteers. They
should be trained in how to extract SM data easily
and how to work with this data (what are the com-
mon requirement for data proofing etc.), 3. Use
input from “gatekeepers" on site to proof infor-
mation gathered trough user generated data, 4.
Outsource SM monitoring during an emergency
situation to institutions who are familiar with so-
cial media (training in working together and de-
pending on the form of the presented data end-
user might need some training in using it)

data security issues and
data protection

training of SM managers in basic data protection
law
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Create a network of
practitioners in the
field to share content
through in order to
widen your message
reach on SM

Train the practitioners in the field to handle SM A

automatic content
monitoring using Al

No discussion

Results from Questionnaire:

More Training Needed? — by: Training Level
Social Media Handling
100-

75-

. no
. yes

Percentage
w
o

Figure 14: High demand for untrained
personnel.

More Training Needed? — by: Command Level
Social Media Handling

Percentage

Figure 15: More training needed on higher
levels responsible for utilizing Social Me-
dia for alarming.

5.2.3 Available Solutions

Review on available solutions was made for the following practitioner needs:

1. Preparation of the Public

e Strengthen or create formal Disaster Risk Reduction (DRR) education
programs (school curricula) to educate citizens from a young age

e Strengthen or create informal Disaster Risk Reduction (DRR) educa-
tional programs based strongly on interactive concepts

2. Improve coordination of Spontaneous Volunteers

¢ Include the integration of spontaneous volunteers in the existing guidelines
e Integration of spontaneous volunteers in Alert Concepts

¢ Identification of ,gatekeepers” (i.e. volunteers leaders)

3. Early Warning

e Training the public to better interpret the warning messages

4. Social Media

e Train the public in using social media (raising public awareness)
e Training for the professionals / personal in charge to handle SM (clear

protocols)
e Training in data handling

Public

©DAREnet Consortium 39




D4.4 — 2nd Report of Topic Working Groups
Deliverable submission date (19.12.2019)

e Train the people involved in social media management about SM strategy
e Train Public Relationship Officers in social media management, online

H2020- SEC-21-GM-2016/2017
DARENET

marketing, multimedia content management

e Train social media managers in basic data protection law

e Train the practitioners in the field to handle social media

5.2.3.1 Solutions from Research and RDI Projects

PREPARATION OF THE PUBLIC

Practitioner
Need

Existing Solution

Location

Short description

Link

Formal DRR
education
programs to
educate citi-
zens from a
young age

No solutions identified

Informal
DRR educa-
tional pro-
grams based
on interac-
tive concepts

BuildERS - Build-
ing European
Communities' Re-
silience and Social
Capital

Europe

To improve the overall resilience of
people, communities and thereby the
whole society, the BuildERS project fo-
cuses on the most vulnerable individu-
als, groups and communities.
Strengthening the social capital, risk
awareness and preparedness of the
most vulnerable segments of the socie-
ties and communities will increase un-
derstanding on what societal resilience
comprises. BuildERS will develop
knowledge and insights that will device
recommendations for policies, plans,
strategies, and competencies for build-
ing partnerships, networks and trust
for progressively fortifying the social
capital and resilience against future
threats, be they natural or man-in-
duced. The special focus on communi-
ties and in particular on the most vul-
nerable groups answers to the so-far
unfulfilled needs of these communi-
ties. BuildERS uses several research
methods such as i) Stakeholder en-
gagement with co-design and co-crea-
tion processes, ii) Field surveying and
questionnaires, iii) Comparative re-
search, iv) Multiple case analysis.

RESILOC - Resili-
ent Europe and
Societies by Inno-
vating Local Com-
munities

Europe

RESILOC aims at studying and imple-
menting a holistic framework of stud-
ies, methods and software instruments
that combines the physical with the
less tangible aspects associated with
human behaviour.

The study-oriented section of the
framework will move from a thorough
collection and analysis of literature
and stories from the many approaches
to resilience adopted all over the
World. The results of the studies will
lead to the definition of a set of new
methods and strategies where the

Link
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assessment of the resilience indicators
of a community will be performed to-
gether with simulations on the “what-
if” certain measures are taken. These
studies and methods will serve for de-
signing and implementing two soft-
ware instruments:

1. the RESILOC inventory, a compre-
hensive, live, structure for collecting,
classifying and using information on
cities and local communities, imple-
mented as a Software as a Service
(SaaS).

2. The RESILOC Cloud-based platform
for assessing and calculating the resili-
ence indicators of a city or a commu-
nity, for developing localised strategies
and verifying their impacts on the re-
silience of the community. The Cloud
platform, a combination of SaaS and
PaaS, includes the inventory as its re-
pository.

The project will make use of built solu-
tions in four field trials and includes a
high-profile communication plan,
heavily based on Social Media plat-
forms.

Using games as
educational tools

Europe

Project “RESOLUTE - RESilience
management guidelines and Op-
erationalization appLied to Urban
Transport Environment”

RESOLUTE is answering resilience
management needs (e.g. enhancing re-
silience in transport systems), by pro-
posing to conduct a systematic review
and assessment of the state of the art
of the resilience assessment and man-
agement concepts, as a basis for the
deployment of an European Resilience
Management Guide (ERMG), taking
into account that resilience is not
about the performance of individual
system elements but rather the emerg-
ing behavior associated to intra and in-
ter system interactions. The final goal
of RESOLUTE is to adapt and adopt
the identified concepts and methods
from the defined guidelines for their
operationalization and evaluation
when addressing Critical Infrastruc-
ture (CI) of the Urban Transport Sys-
tem (UTS), through the implementa-
tion of the RESOLUTE Collaborative
Resilience Assessment and Manage-
ment Support System (CRAMSS), that
adopts a highly synergic approach to-
wards the definition of a resilience
model for the next-generation of col-
laborative emergency services and de-
cision making process.

Link
Link
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Outcomes:

RESOLUTE’s focus on urban transport
resilience has resulted in a game-based
training app aimed at improving citi-
zen preparation. Another project out-
come is an emergency mobile app to
keep citizens updated and advise them
on what action to take to stay safe in an
emergency.

Toolkits for pre-
paring and alarm-
ing the European
population

Europe

Project “POP-ALERT (Population
Alerting: Linking Emergencies,
Resilience and Training)”

The main objective of POP-ALERT is to
prepare societies and populations to
cope with crisis and disasters in a rapid,
effective and efficient way by blending
traditional Crisis Preparedness & First-
Reaction strategies with the use of inno-
vative contemporary tools. The project
will seek to study the best ways to blend
contemporary tools with the existing
practices identified in order to create
flexible and easily deployable toolkits
for preparing and alarming the Euro-
pean population in case of a crisis. The
approach this project proposes for im-
proving the current practices revolves
around the use of messaging and cul-
tural sharing technologies to create
awareness using technologies and ap-
proaches that offer the best form of ac-
cessibility and penetration by citizens
and authorities.

Link

Link
10

Interactive appli-
cation/toolkit that
allows communi-
cation with citi-
zens in both direc-
tions

Europe

Project “I-REACT: Improving Re-
silience to Emergencies through
Advanced Cyber Technologies”

The proposed system targets public ad-
ministration authorities, private com-
panies, as well as citizens in order to
provide increased resilience to natural
disasters though better analysis and an-
ticipation, effective and fast emergency
response, increased awareness and citi-
zen engagement. I-REACT integrates
existing services, both local and Euro-
pean, into a platform that supports the
entire emergency management cycle.
Leveraging on innovative cyber tech-
nologies and ICT systems, I-REACT will
be able to enable early planning of dis-
aster risk reduction actions, achieve ef-
fective preparedness thanks to risk as-
sessment and early warnings, and effi-
ciently manage emergency responses
by empowering first-responders with
up-to-date situational information and
by  engaging  citizens through
crowdsourcing approaches and social

10 The official website is not maintained any longer.
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media analysis. I-REACT provides a
European-wide platform that inte-
grates a range of data (i.e. Copernicus
Earth observation, weather and climate
services) coming from multiple sources,
including information provided by citi-
zens through social media and
crowdsourcing. This multi-pronged ap-
proach means critical information can
be produced faster. It also allows citizen
involvement to be used by civil protec-
tion services and policy-makers to ef-
fectively prevent and/or react against
disasters.

Outcomes:

The project also developed a mobile ap-
plication (available on Google Play) that
empowers citizens to report on natural
events and hazards and to carry out an
initial check of community reports. To
engage more people with the system,
the application features several fun
quizzes and a rewards programme. The
application is also a powerful tool for
alerting citizens of possible risks and
providing them with emergency infor-
mation.

Projects Germany | Concept for inter-municipal coopera-
1. “Interkom: tion in risk management and citizen- | .
Intercommu- oriented crisis management terko
nal concepts to Creation of an IT system for (almost) | m:
strengthen the complete reconstruction of complex ex- Link11
resilience of ercises. ==
urban areas”
2. “RescuelLab:
IT-supported Res-
exercise envi- cuela
ronment for b:
civil protec- .
tion and res- Link
cue forces” 12
11 Only available in German
12 Only available in German
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INTEGRATION OF SPONTANEOUS VOLUNTEERS
Practitioner | Existing Solution Location | Short description Link
Need
Integration Project “WuKAS: | Germany | Derivation of recommended courses of | Link
of spontane- | Knowledge and action for instruction of SV. 13
ous volun- competence trans-
teers in the fer in occupa-
existing tional health and
guidelines safety with spon-
taneous volun-
teers”
Project “KUBAS: Germany | After extreme weather events, the pro- | Link
Coordination of fessional emergency services are usu- 14
voluntary helpers ally supported by thousands of volun-
to overcome dis- tary helpers in the clear-up effort.
aster situations” However, the volunteers’ activities
need to be coordinated and organised.
The KUBAS project aims to research
on a software solution in order to help
the disaster management authorities
register, locate and alert volunteer
helpers.
Project Germany | In particular, the storms and flooding | Link
“RESIBES: Resili- of recent years have shown that the 15
ence through net- public are increasingly willing to help
works of sponta- respond to crises and disasters. It is
neous volunteers precisely that willingness that poses a
for emergency challenge for incident commanders
and crisis re- since the volunteers’ work has to be co-
sponse” ordinated too. RESIBES was creating a
helper network that can be activated
quickly in the event of a crisis or disas-
ter and engaged in a coordinated re-
sponse. Private individuals, business
and associations can register as active
or passive network members. When a
crisis occurs, the emergency services
can then issue targeted requests to the
helper network.
Project “ALARM: | Germany | This project looked at ways of improv- | Link
Adaptive solution ing resource deployment in the event 16
platform for ac- of a major incident, particularly in the
tive technical sup- initial phases. It set out to develop an
port when saving adaptive IT system for supporting
human lives” command centres, including RFID pa-
tient tagging and telemedical care to
minimise fatalities. The scenario used
was an explosion on a train at Berlin’s
Ostbahnhof station. The focus was on
care for the injured, use of existing and
new communication systems plus mo-
bile devices and information provision
13 Only available in German
14 Only available in German
15 Only available in German
16 Only available in German
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to persons in the affected area via mo-
bile phone.
Project “AHA: Au- | Germany | In the event of a disaster, the public Link
tomated involve- tends to be very willing to help. To 17
ment of volunteer make optimum use of the potential of-
helpers in the case fered by volunteer helpers, it is im-
of major inci- portant that their efforts are closely co-
dents” ordinated with those of the emergency
services. The idea behind the AHA re-
search project was to create a
smartphone app that will enable volun-
teers and technical equipment owned
by members of the public to be regis-
tered, checked and, where required, to
be incorporated into rescue efforts di-
rectly via the incident command sys-
tem. AHA helped therefore ensure that
appropriate assistance gets to those
who need it even quicker in a disaster
scenario.
Project “KOKOS: Germany | A number of activities are required to | Link
Support for coop- provide assistance and clear debris af- | 18
eration with vol- ter complex incidents such as storms
unteer helpers in or floods. Increasingly, members of the
complex inci- public are forming self-help groups to
dents” provide assistance independently in
parallel with the work performed by
emergency service professionals. The
partners on the KOKOS joint project
were devising strategies and models
with which to include the public in cri-
sis management as an active partner.
They were investigating how associa-
tions or corporate alliances, in particu-
lar, can support relief efforts by mak-
ing technical resources or rooms avail-
able or mobilising helpers.
Integration No solutions identified
of spontane-
ous volun-
teers in Alert
Concepts
Identifying Project ,ENSURE: | Germany | Project aims: Link
‘gatekeepers’ | Improved crisis o Identification of special qualified | 19
management in SV
urban areas e Technical and organizational con-
through context- cepts for recruiting and motivating
related volunteer helpers
concepts and .
. « e Behavioral analyses of general
warning systems . . . . .
public in major disaster situations
e Investigations of acceptance re-
garding helpers in the general pub-
lic
17 Only available in German
18 Only available in German
19 Only available in German
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e APP for registration, identification
of level of competences (physical,
social, technical) and current place

Outcomes:

e noticeable need for coordination
between SV and professionals

e danger of parallel structures for SV

e clear definition of contact person
and importance of traceability of
the operational structure

EARLY WARNING

ple-Centred Early Warning Systems
paradigm, namely alert and communi-
cation towards the population in crises

Practitioner | Existing Solution Location | Short description Link
Need
Training the | Project “EDUCEN | Europe EDUCEN is a coordination and sup- Link
publicin or- | - European Disas- port action that will work on the com- | 1ink
der to better | ters in Urban cen- plex interplay between culture(s) and o0
interpret the | tres: a Culture Ex- disaster risk reduction, above all in the | =~
warning pert Network (3C context of cities, to allow in particular
messages — Cities, Cultures, formal and informal emergency re-
Catastrophes)” sponders, risk managers, the military,
urban planners and planners at re-
gional and national level to be better
equipped to deal with elements of cul-
ture, and as a result to ensure highly
competent disaster responses and in-
creasing community resilience.
Outcomes:
A toolbox to support the participating
cities, which includes
‘Serious games’ to enhance
cultural empathy,
- Social Network Analysis, to
understand the formal and in-
formal “soft infrastructure”
that springs into life in a crisis,
- Communication and outreach
tools: In locations where disas-
ter does not happen regularly,
people’s awareness can be de-
ficient. Museum exhibitions
can help jog people’s memory
through an exhibition on dis-
aster: earthquake in Volos,
flooding in Dordrecht. Disaster
educational tools were de-
signed for people with physical
challenges in Istanbul,
- A handbook, manuals and
tools to help planners and re-
sponders deal with culture.
Project “A4A - Europe Alert4All focuses on improving the ef- | Link
Alert for All” fectiveness of one element of the Peo-

20 The official website is not maintained any longer.
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management. This improvement shall
be measurable in terms of cost-benefit
ratio, number of affected citizens
timely reached by alerts, trust of citi-
zens on alerts and intended vs. actual
impact of alert strategies.

Alert4All will provide solutions to align
alert procedures and processes to con-
temporary crises (natural or man-
made), available and emerging tech-
nologies, available information sources
and trends in social behaviour. To
achieve this goal the Alert4All Project
will:

- Develop a simulation tool that
models the spreading of infor-
mation and human behaviour
according to key influencing
factors such as crisis scenario,
selected communications
plans, social and cultural
crowds;

- Investigate the role of new me-
dia in the citizens’ perception
of the crisis and develop new
media screening tools to allow
authorities completing their
picture of the situation and
adapt their strategies accord-
ingly;

- Develop an information man-
agement portal through which
authorities and first respond-
ers can securely share and
manage the available infor-
mation about the crises by
means of the aforementioned
tools;

- Propose new operational con-
cepts (and training material)
that allow cooperation be-
tween authorities and re-
sponders, overcoming regional
and national barriers thanks to
the tools developed in the pro-
ject;

- Design a communications sys-
tem architecture and protocols
allowing dissemination of alert
messages over diverse commu-
nications means (terrestrial,
satellite, new media) to in-
crease alert penetration, relia-
bility and resilience in front of
major disasters;

- Validate the concept in critical
scenarios.

The Alert4All project thus provides an
extensive and interdisciplinary frame-
work, covering all key enablers to im-
prove the effectiveness of alert and

Public
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communications towards the popula-
tion.

SOCIAL MEDIA HANDLING

Practitioner
Need

Existing Solution

Location

Short description

Link

Train the
public in us-
ing social
media (rais-
ing public
awareness)

No solutions identified

Training for
the profes-
sionals / per-
sonal in
charge to
handle SM

Project “EMER-
GENT - Emer-
gency Manage-
ment in Social
Media Genera-
tion”

Europe

EmerGent aims at understanding the
positive and the negative impact of so-
cial media in emergencies in order to
enhance objective and perceived safety
and security of citizens before, during
and after emergencies. Furthermore,
EmerGent aims at strengthening the
role of European companies dealing
with services and products related to
the aimed research and development
results. EmerGent will perform studies
on the communication behaviour via
social media in an emergency situation
and its impact on emergency manage-
ment procedures with citizens and
public authorities (emergency manage-
ment services) involved. The under-
standing of critical situations, the reac-
tions expressed through social media
and the general importance and pre-
ferred types of social media will be
considered. For this research new
methods and tools will be developed to
reinforce the communication between
weakly connected (via social media)
crisis-communities (citizens) and the
emergency management services, sup-
ported by European associations. To
handle the vast amount of valuable and
distributed data new methods for In-
formation Mining and Information
Quality will be developed to classify
and rate publicly available and pro-
vided data from users. With developed
methodologies and software tools for
the routing of mined and classified
emergency relevant information from
social networks, EmerGent will create
a comprehensive concept for Novel
Emergency Management. All analysis
and impact assessment results will
lead to the creation of guidelines.
Hence stakeholders will be enabled to
understand and get the most benefit
out of social media and its integration
into their processes.

Link
Link
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Training in Project “ANY- Europe The purpose of the ANYWHERE pro- Link
data han- WHERE - En- ject is to empower exposed responder | [ink
dling hANcing emer- institutions and citizens to enhance T
gencY manage- their anticipation and proactive capac-
ment and re- ity of response to face extreme and
sponse to extreme high-impact weather and climate
WeatHER and cli- events using a pan-European multi-
mate Events” hazard platform.
Outcomes:
The beAWARE knowledge base is the
semantic foundation that provides the
classification scheme and deduction
rules and also analyses information
and distributes outcomes. Information
is obtained from local citizens, first re-
sponders, social media, local weather
forecasts, sensors such as in situ static
cameras to monitor water levels and
even cameras on drones.
Citizens and first responders com-
municate with the beAWARE platform
via the beAWARE mobile application.
The social media monitoring module
searches for and validates related so-
cial media content and then analyses it
to perform spatiotemporal grouping of
relevant posts.
Train people No solutions identified
involved in
social media
management
about social
media strat-
egy
Train Public No solutions identified
Relationship
Officers in
Social Media
manage-
ment, online
marketing
and Multi-
media con-
tent manage-
ment
Training of No solutions identified
SM manag-
ers in basic
data protec-
tion law
Train the No solutions identified
practitioners
in the field to
handle SM
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5.2.3.2 Solutions on the Market
PREPARATION OF THE PUBLIC
Practitioner | Existing Solution Location | Short description Link
Need
Formal DRR No solutions identified
education
programs to
educate citi-
zens from a
young age
Informal Scenario Enabled | Europe Scenario Enabled Psychological Link
DRR educa- | Psychological First Aid (PFA) training — guide-
tional pro- First Aid (PFA) lines on how to perform PFA and an
grams based | training experiential training package to build
on interac- the capacity to deliver quality PFA.
tive concepts | oject -REACT | Europe | Project I-REACT: The first Euro- | Link
pean app to empower citizens against
floods, fires and extreme weather
events. The first European-wide plat-
form to integrate emergency manage-
ment data coming from multiple
sources, including that provided by cit-
izens through social media and
crowdsourcing.
INTEGRATION OF SPONTANEOUS VOLUNTEERS
Practitioner | Existing Solution Location | Short description Link
Need
Integration ISO Standard: Europe Standard: ISO 22319 Security and Link
of spontane- | ;g0 22319 resilience - Community resilience -
ous volun- Guidelines for planning the involve-
teers in the ment of spontaneous volunteers.
existing
guidelines
Integration Team Osterreich Europe Team Osterreich digital is the digi- | Link
of spontane- | digital tal one stop shop for digital volunteer
ous volun- management. The app has the ability
teers in Alert to alert the user in a specific spot.
Concepts .. -
CrowdTasker Europe CrowdTasker enables crisis manag- Link
ers to instruct large numbers of non-
institutional (either spontaneous or
pre-registered) volunteers with cus-
tomizable tasks, contextual infor-
mation, warnings and alerts. The re-
ceived feedback is evaluated and visu-
alized and provides managers with a
detailed overview of the situation,
which is used in turn to trigger ade-
quate relief services.
Identifying Publication: Ex- Europe Publication: Examination of citi- | Link
‘gatekeepers’ | amination of citi- zens’ attitudes towards providing
zens’ attitudes to- support to vulnerable people and
wards providing volunteering during disaster the
support to vulner- factors influencing citizens' attitudes
able people and towards assisting vulnerable people
Public ©DAREnet Consortium 50
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volunteering dur-
ing disaster

and volunteering during natural disas-
ters.

EARLY WARNING

Practitioner | Existing Solution Location | Short description Link
Need
Train the Project IMPRINTS | Europe Project IMPRINTS - Improving pre- | Link
publicin or- | - Improving pre- paredness and risk management for
der to better | paredness and flash floods and debris flow events.
interpret the | risk management Early warning operational platform
warning for flash floods based on rainfall predictions using me-
messages and debris flow teorological models and from weather
events radar networks.
SOCIAL MEDIA HANDLING
Practitioner | Existing Solution Location | Short description Link
Need
Train the No solutions identified
public in us-
ing social
media (rais-
ing public
awareness)
Training for Rumour De- Europe Rumour Debunker offers a solution | Link
the profes- bunker for internet news analytics. It is devel-
sionals / per- oped to counteract mis- or disinfor-
sonal in mation campaigns.
charge to . . . . . .
handle SM Social Medla Europe Social Media Analys1s‘ Platf0an Link
(clear proto- Analysis Platform (SMAP) enabl'es. tg find }nforma}tlon
cols) (SMAP) relevant to a crisis in Social Media. So-
cial Media contain information which
can contribute to situation assessment.
This information can concern the inci-
dent itself, its impact, or the needs of
the population affected by the crisis.
XVR Crisis Media | Europe XVR Crisis Media: With XVR Crisis | Link
Media you can train how to manage
and monitor communication from
news media, social media and internal
communication sources in a crisis situ-
ation.
Training in No solutions identified
data han-
dling
Train people No solutions identified
involved in
social media
management
about social
media strat-
egy
Train Public No solutions identified
Relationship
Officers in
Public ©DAREnet Consortium 51
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Social Media
manage-
ment, online
marketing
and Multi-
media con-
tent manage-
ment
Training of No solutions identified
SM manag-
ers in basic
data protec-
tion law
Train the No solutions identified
practitioners
in the field to
handle SM
5.2.3.3 Best Practice and Lessons Learnt by Practitioners
PREPARATION OF THE PUBLIC
Practitioner | Existing Solution Location | Short description Link
Need
Formal DRR | DRR School Cur- Europe In a recent project analysing the exist- | Link
education ricula in the EU ing DRR curricula for primary school
programs to | Member States reviled the absence of a standardized
educate citi- approach regarding the information
zens from a Best tices: included in the educational curricula
young age practices: related to DRR at EU level.
Training of train- A h:
ers pproach:
ke Training of trainers: prepare edu-
Project Ra1s1f1g cators to include DRR topics in their
Young People’s teachi tivity. It is important to of-
Awareness on Pre- feac 1Ng activily. 11 1S imp
er them teaching materials adapted to
paredness and Self- local context
Protection — YAPS” ’
Example:
Max & Flocke / Andrei si Rex
Training materials developed within
the project “Raising Young People’s
Awareness on Preparedness and Self-
Protection — YAPS” were disseminated
to educators.
The training materials were translated
from German to Romanian language
and adapted to national context.
Disaster Risk Re- | World- To effectively reduce disaster risks for | Link
duction in School | wide communities, the United Nations Chil-
Curricula: Case dren’s Fund ‘UNICEF’ and the United
Studies from Nations Educational, Scientific and
Thirty Countries Cultural Organisation ‘UNESCO’ rec-
ognise the important role education
plays in reducing vulnerability and
building resilience. Education can be
instrumental in building the
knowledge, skills, and attitudes neces-
sary to prepare for and cope with dis-
asters, as well as in helping learners
and the community to return to a
Public ©DAREnet Consortium 52
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normal life. This report is a mapping of
countries that have included elements
of disaster risk reduction into their ed-
ucation system. It captures national
experiences whilst noting key chal-
lenges in countries where disaster risk
reduction is less clearly prioritised or
where specific teacher training doesn't
exist.

Disaster Risk Re-
duction through
School Learners’
Awareness and
Preparedness

World-
wide

In 2006, the ISDR (International
Strategy for Disaster Reduction)
(2007) initiated a campaign called Dis-
aster Risk Reduction Begins at School
to encourage the integration of disaster
risk education into school curricula in
countries vulnerable to disaters.

Link

DRR School Cur-
ricula in the EU
Member States

Europe

In a recent project analysing the exist-
ing DRR curricula for primary school
reviled the absence of a standardized
approach regarding the information
included in the educational curricula
related to DRR at EU level. DRR topics
are scattered through various subject
matters in most of the member states.
This approach can have benefits when
learning objectives are linked among
subjects. But for this, teachers have to
understand the complexity and multi-
disciplinary of the subjects.

Article: Meltzer M., Stefanescu L.,
Djonko A., Martonos 1., Bican-Brisan
N., Ozunu A., 2017 Disaster risk reduc-
tion curricula in primary and second-
ary schools across the European Un-
ion: a review. ECOTERRA 14(3), pp.17-

27:

Informal
DRR educa-
tional pro-
grams based
on interac-
tive concepts

Using games as
educational tools

World-
wide

Game-Based Education for Disas-
ter Prevention

Taiwan experiences typhoons on a
yearly basis, and the accompanying
heavy rain often causes flooding and
damage. Local decision makers invest
heavily in flood prevention measures
and thus need to allocate resources
wisely to minimize the destruction
caused. To educate future decision
makers, was developed a flood game to
encourage players’ active learning by
exploration. The game design is based
on “Shikakeology” and “game-initiated
learning” methods. Through the design
of the game, a change in behavior is in-
itiated by allowing players to face real-
world flooding problems and discuss
problems related to flood disaster
management. Following gameplay, the
instructors will introduce information
useful in solving flood-related prob-
lems. From the feedback of review
meetings, game-initiated learning was

Link

Public
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recognized as an educational method
with great potential in teaching disas-
ter management. This indicates that
game-initiated learning is able to stim-
ulate learning for the participants.

Children in disasters Games and
guidelines to engage youth in risk
reduction

The purpose of this guideline is to pro-
vide guidance to Red Cross and Red
Crescent National Societies on effec-
tively engaging in informal Disaster
Risk Reduction (DRR) educational ini-
tiatives. This publication is meant, in
relation to DRR and education, to pro-
mote relevant initiatives in the region,
identify the current roles and responsi-
bilities of National Society at different
levels, and encourage the promotion of
effective child and youth-centered
DRR educational activities. Adult in-
volvement with informal DRR educa-
tion initiatives can also be encouraged
by appropriately adapting guideline
content. Informal educational activi-
ties can also be used in support of for-
mal activities, such as promoting
school safety campaigns.

Link

Using games to foster empathy,
experience, and learning

Successful attempts at Disaster Risk
Reduction are hardly possible without
engaging endangered communities
into informational and educational ac-
tivities. We can use simulations and se-
rious games to overcome such obsta-
cles. For example, we can make partici-
pants take on the same roles that they
play in real-life. Such activity is called
policy exercise. This gives them an op-
portunity to describe the situation
from their point of view and share
their knowledge, opinions and con-
cerns with others. Such activity is also
a useful tool for researchers and pol-
icy-makers since it helps them under-
stand endangered communities and
learn more about the people they want
to protect. On the other hand, we can
make participants play roles different
from those which they assume on a
daily basis. This activity is called a seri-
ous game or simulation. In this case,
the participants are given the oppor-
tunity to understand positions and ac-
tions of other actors.

Link

Playing games to better prepare
for natural disasters

This educational game teaches chil-
dren and parents on how to behave in

Link

Public
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case of a natural disaster and how to
mitigate risks. Composed of 65 boxes,
and based on the snake and ladders
game, the game tackles topics such as
flooding, deforestation, Emergency
Family Plan, solidarity during emer-
gencies and the like which is adapted
to the Haitian context. For instance,
the box 13 informs that the community
contributes to deforestation. The
player must therefore move back a few
squares. After the game ended, chil-
dren and parents expressed their satis-
faction and enthusiasm at the
knowledge they gained on disaster pre-
paredness and mitigation, thanking the
organizers of the activity.

Using VR technologies for DRR
education

There are many approaches to create
innovative games as DRR educational
tools.

For example the Asia Pacific Disaster
Resilience Centre together with the Re-
public of Korea National Red Cross de-
veloped a VR-based disaster resilience
training simulation:

“This method (VR) has completely
modernized theoretical learning and
provides, in addition, a practical di-
mension and realistic scenarios that
make the understanding and learning
easier and more efficient *. However
the developing team identified some
challenges regarding this learning tool:
(1) issues regarding game licensing (2)
high expenses and (3) confusing con-
trols.

Link

INTEGRATION OF SPONTANEOUS VOLUNTEERS

Practitioner
Need

Existing Solution

Location

Short description

Link

Integration
of spontane-
ous volun-
teers in the
existing
guidelines

Australian Institute
for Disaster Resili-
ence, Handbook Col-
lection

Handbook: Com-
munities Re-
sponding to Disas-
ters: Planning for
Spontaneous Vol-
unteers

Australia

This handbook outlines nationally
agreed principles in planning for spon-
taneous volunteers in disasters. It pro-
vides guidance on planning for and
supporting communities responding to
disasters by providing general guid-
ance on ways to incorporate the princi-
ples into plans and activities. The
handbook recognises the important
role spontaneous volunteers can play
in emergencies and disasters.

Link

Joint Flood and
Coastal Erosion Risk
Management
Research and Devel-
opment Programme

UK

The report presents findings which
show that national non-statutory guid-
ance is required to inform the official
involvement of spontaneous volunteers
during a flood. Although responsibility

Link

Public
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on behalf of the De-
partment for Envi-
ronment, Food and
Rural Affairs, UK
Report:
Spontaneous vol-
unteers: Involving
citizens in the re-
sponse and recov-
ery to flood emer-
gencies

for the involvement of spontaneous
volunteers during emergencies is the
responsibility of Local Authorities
many emergency managers seemed
unaware of this. It details the aspects
that emergency managers need to con-
sider when developing a local plan for
how to manage spontaneous volun-
teers. The project was commissioned
by the Department for Environment,
Food and Rural Affairs (Defra).

Integration
of spontane-
ous volun-

Concepts

teers in Alert

No solutions identified

Identifying

‘gatekeepers’

No solutions identified

EARLY WARNING

Practitioner | Existing Solution Location | Short description Link
Need
Train the A Best Practice USA Best practices for the dissemination of | Link
publicin or- | Statement of the weather warnings to the public.
der to better | American Meteor-
interpret the | ological Society
vn\/lael:Sl;r;ge S fertli.ied online World- In recent years online certificate Link
earning courses | yjde courses are on the rise. There are some
related for cam- online learning tools available for dis-
Palgne/ message aster management practitioners, which
design address risk communication for at risk
population. For example the Columbia
Regional Learning Centre for Prepar-
edness and Emergency Response offers
40 free of charge online certificate
courses for their registered users, one
of which addresses exactly Risk Com-
munication for High Risk and At-Risk
Populations (COM 2302).
Workshops or- Europe On the website of PSCEurope there are | Link
ganised/promoted listed upcoming workshops regarding
by PSCEurope Public Safety in Europe. For example
(Public Safety in December there will be a 1 day
Communication workshop in Paris on Public Warning,
Europe) “How to implement Article 110 of the
Electronic Communications Code get-
ting it right first time”, where partici-
pants will benefit from the shared op-
erational experiences of colleagues
about implementing an effective PWS.
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Practitioner
Need

Existing Solution

Location

Short description

Link

Train the
public in us-
ing social
media (rais-
ing public
awareness)

Guidelines for Cit-
izens: using Social
Media in Emer-
gencies

Europe

Project EmerGent (Emergency
Management in Social Media Genera-
tion):

Based on literature review and survey
in 2017 within the project EmerGent, a
simple guideline for citizens regarding
the use of SM use was proposed. The
two page documents consist of concise
and easy to remember objectives start-
ing with general aspects regarding SM
use to the use of SM before/during/af-
ter an emergency.

There is also an infographic with the
most important objectives identified:
http://www.fp7-emergent.eu/wp-con-
tent/uploads/2017/07/EmerGent Cit-
izen Guidelines.png

Link

Project COSMIC

A more detailed set of guidelines,
which include also examples of exam-
ples of best practices during past emer-
gency situations, was proposed by the
project COSMIC - Contribution of So-
cial Media in Crisis Management.

Link

World-
wide

ISO/CD 22329 "Security and resili-
ence - Emergency management -
Guidelines for the use of social media
in emergencies”

Training Courses
regarding SM use
targeted for citi-
zens/community
volunteers

(FEMA certified
training courses)

USA

The National Disaster Training Center
at the University of Hawaii offers 2
training courses regarding SM use tar-
geted also for citizens/community vol-
unteers:

Social Media for Natural Disaster
Response and Recovery: The
course defines social media and its
uses and identifies the tools, methods,
and models to properly make use of so-
cial media in the context of disaster
management and provides the infor-
mation and hands-on experience nec-
essary to help the participants’ create
social media disaster plans.

Social Media Tools and Tech-
niques: The courses are designed to
provide practitioners to use intermedi-
ate SM tools and techniques for situa-
tional awareness during an emergency.
Participants will learn to use tools such
as mapping applications, data analysis,
and data mining for research and man-
agement. It aims to reach public and
private sector organizations who have
responsibility for conveying disaster-
related information to the public or

Public
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who are responsible for gathering in-
formation during and after a disaster.

Joint workshop
with emergency
management per-
sonnel and system
providers

Training for
the profes-
sionals / per-
sonal in
charge to
handle SM
(clear proto-
cols)

It is also important, that the personal
in charge of social media handling un-
derstands how SM can add value to
disaster risk communication. In this
sense it is important that end-users
(crisis managers) have the chance to
talk to/work with system providers.
For example, such an event was the 7th
JRC ECML Crisis Management Tech-
nology Workshop on Social Media for
Crisis Management", held at the Joint
Research Centre in Ispra, Italy in 2016.
Thirty-three participants attended the
event. At the meeting there was a good
mixture of JRC and External system
providers and end-users, along with
European and non-European systems
providers and users. Participants were
actively involved in the workshop
through presentations, discussions and
demonstrations on multiple topics.

Link

Online courses

Mainly
USA

There are some online or offline
courses available on the subject. For
example:

1. *Welcome to Social Media
Analysis During Disasters” of-
fered by the U.S. National Library of
Medicine. The purpose of this course is
to help you develop and implement a
plan that will help you effectively mon-
itor and analyze disaster information
on social media.

2. Courses listed above at training in
usage of SM for public are also
available for emergency management
personal.

Link

Social Media im-
plementation
methods — pro-
posed by FEMA

USA

The report provides samples of emer-
gency management organizations’ im-
plementation of social media, opera-
tional uses of social media during dis-
asters in the United States and abroad,
and innovative social media strategies
used to engage interactively with the
public through all phases of emergency
situations. However, while there are
interesting case studies and a good
overview of implementation methods
the study may be outdated.

Guidelines for
practitioners (EU)

Europe

Within the project EmerGent and Cos-
mic, already mentioned above at
training in usage of SM for pub-
lic, a detailed guideline for emergency
management personal regarding SM
use for disaster management was also
established.

Public
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Training in SOTERIA Fusion Europe The toolbox was developed within the | Link
data han- Center for manag- project SOTERIA, aimed at developing
dling ing information recommendations and a toolbox to lev- | .
gaps - Toolbox erage the positive impact that social
media can play in emergencies, ena-
bling public safety organizations
(PSOs) and citizens to communicate
before, during and after an emergency
event.
Tools proposed within the toolbox re-
duce information gaps generated by
user generated Big Data:
1. The first tool aims at geo-localizing
tweets relying on the content of the
messages.
2. The second tool provides sentiment
analysis and clustering of multi-lingual
messages and the third tool provides
means for semantic information fusion
and hypothesis evaluation relying on
the contents and metadata of the
tweets reporting about an event.
Train people No solutions identified
involved in
social media
management
about social
media strat-
egy
Train Public No solutions identified
Relationship
Officers in
Social Media
manage-
ment, online
marketing
and Multi-
media con-
tent manage-
ment
Training of Project Cosmic As another end-product of the Cosmic | Link
SM manag- (Contribution of - Contribution of Social Media in Crisis
ers in basic Social Media in management project a set of recom-
data protec- | Crisis manage- mendations were formed to ensure
tion law ment project) data protection and to address privacy
- Set of recom- issues. All the recommendations are
mendations listed in the research paper Bringing
Privacy into the Fold: Considerations
for the Use of Social Media in Crisis
Management (2018) by Watson H. and
Rodrigues R.
Train the No solutions identified
practitioners
in the field to
handle SM
Public ©DAREnRet Consortium 59
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5.2.3.4 Experiences from Flood History, External Factors, Risk Management and
Prevention

PREPARATION OF THE PUBLIC

Practitioner Experiences from Flood History, External Factors, Risk Management

Need and Prevention

Formal DRR edu- | According to researches the best approach to educate DRR is the integration of

cation programs | disaster prevention education into schools curricula as well as use of

to educate citi- mass media capabilities (social networks and media) as an educational approach.

zens from a The following educational tools are identified as the most important for DDR:

young age school textbooks, interactive online and offline games, the DRR educational ad-
vertising on television for increasing the public knowledge and multimedia
learning tools for education.

Recommendations:

e Use arange of communication channels for increasing hazard knowledge
and preparedness, including gender-related scenarios or case studies that
appeal to people and promote empowerment and working cooperatively to-
gether within households and communities;

¢ Include flood hazard education in children’s school curricula (e.g., education
on gender empowerment and cooperation in the context of creating a current
and future population that has resilience and risk management knowledge
and skills) with the purpose to prepare for and solve problems linked to a
range of risk scenarios in life such as flooding and other natural hazards;

e Local knowledge can contribute to safety by giving local advice on safe loca-
tions for construction sites (buildings and roads) and if used together with
conventional knowledge for hazard mapping;

¢ Local knowledge can also be used in information: in early warning systems,
surveys, and other inventories to verify information, as well as to help adapt
communication strategies to local understanding and perceptions, and to in-
tegrate local values into the decision- making processes.

e The incorporation of local knowledge into disaster preparedness and man-
agement activities should be made cost-effective, efficient, and sustainable.

Lack of knowledge on floods in administration-related sciences results in inade-

quate education of municipal experts, who indeed need to be prepared and

to effectively cooperate with water resources and disaster risk management as
well as urban planning sectors in order to see the flood problem in an integrated
way. Implementation of the learnt knowledge is also missing, because educated
people are usually not present in the field.

Flood education will become increasingly important to help communities

adapt to the impacts of flooding related to ‘accelerated climate change’. Flood ed-

ucation also has a role, as part of ‘education for sustainability’, in helping com-
munities move towards sustainability.

Recommendations:

¢ Flood education should be delivered in a way that communities are empow-
ered to research, plan, implement and evaluate their own learning activities.
There are four functions of community flood education related to the ‘flood
cycle’: (1) preparedness conversion, (2) learning mitigation behaviors, (3)
learning how to build adaptive capabilities and (4) learning from flood
events.

¢ Flood education should be delivered in communities on a regular basis and
not as a one-off ‘campaign’.

e A ‘local community flood education plan’ is an effective way to deliver flood
education to communities and parts of communities. Local flood education
plans should be based on the four functions of flood education and devel-
oped by community representatives with authorities.

¢ Flood education planning should be part of floodplain and emergency plan-
ning processes.
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+ Emergency management agencies should act as ‘consultants’ to communities
in flood education (e.g. as facilitators, resource providers, change agents, co-
ordinators) rather than directing the change process in a ‘top-down’ manner.

¢ Opportunities for the integration of flood education in cross-hazard (and
cross-agency) programs and plans should be identified and implemented
where possible.

e Moreover, flood education programs and plans should be evaluated as they
proceed to ensure continual improvement. The evaluation of community ed-
ucation plans and programs should involve the community or its representa-
tives. Participatory evaluation involves local stakeholders in problem identi-
fication, evaluation design, data collection, analysis and use of results.

Some examples of education activities to help communities and emergency

agencies learn together from a flood event include:

e Social research (e.g. surveys, focus groups) to find out how effective warning
systems, evacuation, recovery support, flood education etc. are, and how
they can be improved. Social research should be used as an important tool in
the planning, implementation and evaluation of flood education programs
and plans.

¢ Community de-briefing meetings to identify problems in preparation, re-
sponse and recovery and possible improvements.

The ‘traditional approach’ of flood education, still in widespread use, in-
formed the community about floods and their risks through the dissemination of
prepared material. The traditional approach is based on the premise that rais-
ing individual awareness will lead to preparedness which, as discussed above, is
tenuous at best. Moreover, based on several evaluations, the traditional ap-
proach to flood education has been shown to be relatively ineffective in initiating
appropriate preparedness and response behaviors.

A more participatory approach to community flood and other haz-
ard education is promoted by Paton (2006b): ‘Participation in identifying
shared problems and collaborating with others to develop and implement solu-
tions to resolve them engenders the development of competencies that enhance
community resilience to adversity’. In this participatory approach, emergency
management agencies act more as facilitators to communities rather than direct-
ing change in a ‘top-down’ manner. They also can help the community build its
capabilities (e.g. networks, leadership, competencies) for preparedness, response
and recovery.

informal DRR ed-
ucational pro-
grams based
strongly on inter-
active concepts

Educational game “Do not risk it!”: The goal of the game is to present the
basic concepts of natural disasters, mostly present in Serbia, as well as actions
which are not recommended in certain situations. It is intended that by moving
on the board, through incorrect and accurate answers, every player learns and /
or strengthens his / her knowledge and skills, necessary both in daily life and in
emergency situations. It is primarily intended for pupils in elementary schools.

Although there is an acknowledged increasing use of the Internet, several
social research studies of flood—affected communities have shown that people
generally use other means to learn about flooding. Depending on the
type of community (e.g. urban, rural, non-English speaking, indigenous), people
learn about flooding mainly through word-of-mouth, events (e.g. field days), the
media and through their groups and networks (e.g. newsletters). The exception
to this trend is the relatively high number of hits on the Australian Bureau of Me-
teorology website where people are seeking weather forecasts, including flood
warnings as an event unfolds.

It also should be noted that the use of the Internet for flood information may be
limited during floods due to electricity failures and inundation. The Internet
should therefore be viewed as a useful repository of flood information and a ref-
erence but should not be used as a primary education tool, particularly to engage
communities.
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INTEGRATION OF SPONTANEOUS VOLUNTEERS

Practitioner
Need

Experiences from Flood History, External Factors, Risk Management
and Prevention

Integration of
spontaneous vol-
unteers in the ex-
isting guidelines

Pre-disaster, citizens could develop autonomous networks that would be able to
respond in their community. The citizens would receive training to work in a
hazardous environment, provide aid, and have access to appropriate equipment
and supplies. This strategy is largely that of the Community Emergency Re-
sponse Team (CERT) program.

During a disaster, articulate needs and encourage emergence of independent ef-
forts. This strategy is an outgrowth of what has largely occurred in the past. Ap-
peals for assistance are observed or made through the media, and independent
organizations work to meet those needs. This type of response was documented
after Hurricane Andrew. Uncoordinated efforts can lead to miss-concentration of
aid and duplication of resources. To reduce duplication and foster coordination,
researchers found it is important to have defined organizational roles, task man-
agement, division of labour, and an overarching management system.

Develop a system coordinated by the “formal” responders and pre-trained volun-
teers that can integrate a large number of spontaneous volunteers. This strategy
essentially transforms spontaneous volunteers (individuals with or without spe-
cialized skills) into an assigned resource. We have seen this strategy imple-
mented by individual organizations, but less often are volunteer needs and re-
sources coordinated across organizations. There are often barriers to inter-or-
ganizational coordination such as differences in terminology, procedures, and
operating structures.

The institution should develop a plan for involving SVs that considers the effort,

resource and information required, and provide guidance on how to:

e identify risks associated with tasks that are suitable for SVs;

¢ reduce risks associated with tasks that are suitable for SVs (Guidance on
risk assessment can be obtained from ISO 31000 and ISO/IEC
31010)

Associated risks include: minimum age, DBS checks, Insurance, the risks that
emergency volunteering poses as untrained individuals. As such, many of the
policies and guidance documents that consider the involvement of spontaneous
volunteering highlight their suitability for low responsibility, low risk tasks.

When conducting the risk assessment, the institution should identify the poten-
tial risks to the SVs, the persons affected by the incident, other official respond-
ers and the reputation of the organizations involved, as well as other risks.

Integration of
spontaneous vol-
unteers in Alert
Concepts

No solutions identified

Identifying ‘gate-
keepers’

To use socio-psychological knowledge to influence a mental models and
drivers of volunteer participation, such us internal motivation of SVs based on
self-perception (includes the level of impact or control an individual feels they
have in a situation) and risk-perception as a factor that can compel or constrain
political, economic and social action to deal with threats.

Also, use resilience metrics to assess social learning as an adaptive ca-
pacity to respond (assuming official response is fixed), as more people volunteer
after hearing the positive experiences from the first wave.
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The literature proposes that spontaneous volunteers represent a form of hidden
social resilience that, if appropriately directed, may help to reduce the immediate
and on-going need created by emergencies and help to build more resilient com-
munities in the face of future events.

They may have been able to

¢ coordinate a more successful evacuation and transportation effort, where in-
stead thousands were unable or chose not to evacuate;

e provide some structure and order in places like the Superdome and New Or-
leans Convention Center, where instead chaos reigned;

* aid in organizing resources for distribution before and after the hurricane,
where instead basic needs were left unmet for days; and

¢ decrease some of the isolation and sense.

It is time to bring local groups together in a concerted and coordinated effort to
prevent future incidents of crisis-related chaos. In the end, facilitating local in-
volvement in disaster preparedness and response is about far more than the pro-
vision of basic and logistical needs. It ensures that local voices are heard, local
struggles are recognized, and the dignity of local people is respected. With this
capacity established, local citizens can respond and recover in a manner that im-
proves local life.

EARLY WARNING

Practitioner
Need

Experiences from Flood History, External Factors, Risk Management
and Prevention

Train the public
in order to better
interpret the
warning mes-
sages

One of the clearest and most consistent conclusions of social science research is
that the warning message itself is one of the most important factors in determin-
ing the effectiveness of a warning system. In large part, it is the content and
style of the actual warning message that shapes the extent to which an en-
dangered public engages in protective actions. For this purpose, planners might
consider how this may affect the way authorities can reach those people with
hazard information and emergency warnings. Women generally reported being
less confident, but perhaps had more realistic views about being prepared while
also reporting more household- and family-level cares, concerns, and prepared-
ness behaviors in selected areas. Such a pattern may be underpinned, at least to
some extent, by gender-specific roles linked to the household and to community
access, leading to a state of affairs that lead to less ability to connect with active
social networks within the community, coupled with being less informed and
able to be involved in larger decision-making processes.

Recommendations:

(1) Variations in the nature and content of warnings have a large impact
on whether or not the public heeds the warning. Relevant factors include the
warning source, warning channel, the consistency, credibility, accuracy, and
understandability of the message, and the warning frequency.

(2) Characteristics of the population receiving the warning affect warn-
ing response. These include social characteristics such as gender__ ethnicity
and age. social setting characteristics such as stage of life or family context,
psychological characteristics such as fatalism or risk perception, and
knowledge characteristics such as experience or training.

(3) Many current myths about public response to emergency warning are at
odds with knowledge derived from field investigations. Some of these myths
include the "keep it simple" notion, the "crywolf" syndrome, public panic and
hysteria, and those concerning public willingness to respond to warnings.

(4) Different methods of warning the public are not equally effective at provid-
ing an alert and notification in different physical and social settings. Most
systems can provide a warning given three or more hours of available warn-
ing time. Special systems such as tone-alert radios are needed to provide
rapid warning,.
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The public has a limited number of strategies available to use in re-
sponding to a warning:

e One is to go about planned normal activities.

e The second is to seek more information.

¢ The third is to take some form of protective action.

These alternatives are not mutually exclusive. Persons frequently engage in all or
some of these in response to warnings.

Protective actions themselves can also be divided into three alternatives:

¢ Oneis to take shelter in a structure or in protective clothing.

e A second is to move away from the area of likely impact.

e A third is to block or divert the impacts, as, for example, by sandbagging a
river or using a protective mask in a toxic vapour cloud.

Five topics are important to consider in assembling the content of a public
warning message. These topics are hazard or risk, guidance, Iocation, time,
and source.

Sender factors that research has demonstrated as having an impact on the
warning response process. These sender factors have been grouped into four cat-
egories. These categories are attributes of (1) the warning messages themselves,
(2) the channels through which the messages are given, (3) the frequency

with which messages are given, and (4) the persons or organizations that are the
sources of the warning messages.

Increasingly precise warnings are required by disaster mitigation decision-

makers. These require improvements for example in weather warnings as stated

by Gunasekera (2004):

(1) extending the lead time of warnings;

(2) improving the accuracy of warnings;

(3) greater demand for probabilistic forecasts;

(4) better communication and dissemination of warnings;

(5) using new techniques to alert the public;

(6) targeting of the warning services to relevant and specific users (right infor-
mation to right people at right time and right place); and

(7) warning messages are understood and the appropriate action taken in re-
sponse.

Clear messages containing simple, useful information are critical to enable
proper responses that will help safeguard lives and livelihoods. Regional, na-
tional and community level communication systems must be pre-identified and
appropriate authoritative voices established. The use of multiple communication
channels is necessary to ensure as many people as possible are warned, to avoid
failure of any one channel, and to reinforce the warning message.

Without the involvement of local authorities and communities at risk,
government and institutional interventions and responses to hazard events are
likely to be inadequate. A local, ‘bottom-up’ approach to early warning, with the
active participation of local communities, enables a multi-dimensional response
to problems and needs. In this way, local communities, civic groups and tradi-
tional structures can contribute to the reduction of vulnerability and to the
strengthening of local capacities.

The risk assessment based on ISO 31000 should be conducted and should

consist of technical, institutional, socioeconomic and cultural surveys of vulnera-

ble communities:

¢ Atechnical survey for risk identification helps to understand physical
conditions of vulnerable area, to classify the types and range of hazard, to
collect information regarding the indicators of a disaster, and to determine
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vulnerable and safe zones. These indicators may be used to determine the
placement of the early warning system instruments.

¢ The purpose of an institutional survey is to understand whether there are
established organizations currently responsible for monitoring and mitigat-
ing in the disaster-prone areas.

¢ Socioeconomic and culture surveys collect information on community
demographics, such as population, by age, education and financial situation,
the number of households, vehicles and livestock, and cultural considera-
tions. It also provides information on the community’s knowledge concern-
ing disasters. This information provides insight into the community’s per-
ception of disaster risk and disaster risk reduction means (technology, popu-
lation preparedness, etc.) that can be used to improve the successful intro-
duction of the early warning system and to gain an understanding of the
community’s vulnerabilities and complexities.

Recommendations:

(1) Information on potential vulnerable inhabitants and infrastructure due to
disasters are important to determine the level of community vulnerability.

(2) The community’s eagerness and motivation to actively participate is relevant
to design strategies for disaster risk reduction programs that are suitable for
the local social conditions.

(3) The programs can give knowledge and increase people’s capacity to be able
to decide what needs to be done in order to prevent and protect themselves
from disasters.

SOCIAL MEDIA HANDLING

in using social
media (raising
public awareness)

Practitioner Experiences from Flood History, External Factors, Risk Management
Need and Prevention
Train the public Since social media usage is negatively correlated with age and positively with ed-

ucational attainment, it is recommended to identify the principles of com-

municating with the public:

e if there should be an official ‘branded’ social media presence to inform the
local community, taking account of the public’s expectations of receiving in-
formation via social media;

o ifitis desirable to engage early with citizens who establish popular social
media channels relating to the incident e.g. to communicate official infor-
mation;

o if the organization will monitor or analyse social media for trends in conver-
sations e.g. to identify shortfalls in response;

e whether traditional media monitors and transmits information from social
media.

Emphasizing the undeniable advantages of using social networks in disaster risk
management, decision makers could create certain programs to improve citi-
zen security and reduce disaster risks by using information platforms
of social networks such as Facebook, Twitter, and Instagram. Social networks
(Facebook, Instagram, Twitter) can be used in different ways: listening to public
debate, monitoring situations, extending disaster response and management,
crowd-sourcing and collaborative development, creating social cohesion and fur-
thering causes (including charitable donation) and enhancing research. Infor-
mation relevant to emergency services should be identified, for example, from
Twitter automatically during and following a natural disaster. In order to do that,
an automated method of evaluating whether an individual tweet may be relevant
for first responders following a natural disaster was developed and tested. The
new algorithm resulted from iterative development and testing that assigns a rel-
evance score to each tweet.

Social media can positively impact disaster relief efforts. However, it
does not provide an inherent coordination capability for easily coordinating and
sharing information, resources, and plans among disparate relief organizations.
Social Media can help build community disaster resilience. It offers immense po-
tential for interaction with the public and monitoring of the public’s concerns.
They have greatly increased the scope, volume and speed of information
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exchange. This has not occurred without risks, mostly associated with the propa-
gation of false or inaccurate information, and the potential consequences if this
takes place. However, mass participation tends to rectify some of the in-
adequacies associated with the free and unregulated flow of information. The
future will probably see a rationalisation of the use of social media and new
methodologies for judging the public mood and the utility of information sup-
plied by the public. This will be a challenge that emergency planners and manag-
ers must necessarily face.

Decision-makers, as well as emergency response officers, should pay much more
attention to social media use in reducing disaster risk. It can be ideal for raising
awareness of citizens about the existing dangers which surround them,
as well as for educating them on preventive measures in order to mitigate
or eliminate the consequences of such events. Social networks can play a key role
in informing citizens, gathering help for affected people, gathering people to
help vulnerable ones. Certainly, the use of social networks can have serious nega-
tive consequences, such as spreading misinformation, raising an unnecessary
level of fear. For example, it is possible to introduce citizens with risk maps in
the areas they live in. In addition, it is possible to develop interactive and online
campaigns to improve the readiness of citizens to respond in such situations. On
that occasion, it is possible to use educational videos, photos, and text in the con-
text of the hazards’ characteristic of the area in which people live.

Endangered people can also photograph and record a large number of details im-
portant for making final decisions about the treatment of members of the emer-
gency rescue services. The obtained results of the research showed a great inter-
est in the respondents for the use of social networks in order to share infor-
mation about disasters. Numerous factors influence the motivation of people
to share information during disasters, and one of them is certainly a concern for
the safety of other people.

In order to fully exploit the full potential of social networks, it is also necessary to
educate citizens how they can help emergency rescue services in the implementa-
tion of activities aimed at reducing the disaster risk. In relevant strategies, both
national and local, consideration should be given to the ability of social networks
to reduce the risk of disasters.

Training for the
professionals /
personal in
charge to handle
SM (clear proto-
cols)

There is a strong need for institutions such as civil protection services and emer-
gency warning systems to be adapted to the changing reality of social media, and
also to ensure that they have robust plans to tackle any ethical dilemmas that so-
cial media usage may produce in the future.

Social media can be used by individuals and communities to warn others of un-
safe areas or situations, inform friends and family that someone is safe, and raise
funds for disaster relief. Eight categories of social media tools can be used:
(1) social networking;

(2) blogging;

(3) microblogging;

(4) collaborative authoring tools for sharing and editing documents;

(5) social tagging and bookmarking;

(6) scheduling and meeting tools;

(7) conferencing;

(8) image or video sharing.

Low level of social media use is likely due to a number of factors.
Emergency management groups may lack official support for the use of social
media, and with it, the resources for the necessary staffing. This may take the
form of policies and procedures that prohibit the use of social media. It may also
be that formal command and control procedures make the use of social media
difficult or impractical.
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Without personnel resources that are free during emergencies, groups may be
unable to communicate with the audience following they build up during times
of peace Additionally, social media practices during emergency response are per-
ceived as sufficiently different than more routine forms of public communica-
tion.

There are few role models for how to use social media effectively dur-
ing an emergency.

Recommendations:
e Integration of examination of the ethics of social media usage in emergency
management.

e Appreciation of the positive side of social media is balanced by their poten-
tial for negative developments, such as disseminating rumours, undermining
authority, the violation of privacy. Moreover, social media are a robust
means of exposing corruption and malpractice.

e To handle SM, specialists should heed the ethical warnings and ensure that
social media are not abused or misused when emergencies occur.

Training in data
handling

No solutions identified

train people in-
volved in social
media manage-
ment about social
media strategy

The authorities need to face the trend of using international standards of
using social media in emergency situation and integrate social media into
their work.

Relevant International Standard specifies guidelines for a use of social media be-
fore, during and after an emergency and how social media can support the work
of emergency services. On the one hand, these guidelines are directed to authori-
ties (governmental as well as non-governmental organisations) involved in emer-
gency management. On the other hand, they are directed to citizens who want to
use social media in emergency situations. These guidelines shall help social me-
dia users to use these new media as efficiently as possible.

Starting from some characteristics of disasters (unpredictability, destructive con-
sequences, difficult functioning of critical infrastructure, etc.), social networks
enable emergency response services to collect various information directly on the
territory affected by the consequences of such events. These can be information
on disaster characteristics such as the intensity of danger (water level and speed,
soil bursting, etc.) and its impact on people and their material assets.

train Public Rela-
tionship Officers
in Social Media
management,
Online marketing
and Multimedia
content manage-
ment

No solutions identified

training of SM
managers in basic
data protection
law

No solutions identified

Train the practi-
tioners in the

The association “Scientific-Professional Society for Disaster Risk
Management” is a Serbian (Belgrade) non-governmental organization that

field to handle seeks to improve the existing supply of theoretical and empirical knowledge in
SM the field of disaster risk management. It also seeks to conduct quantitative-quali-
tative research, organize national and international conferences, establish maga-
zines, conducting trainings and other academic activities in the mentioned field.
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5.2.4 Innovation Opportunities

The following table summarizes the matches between practitioner needs and identified solu-
tions derived from the different fields “Solutions from Research and RDI Projects” (short
name: research), “Solutions on the Market” (short name: market), “Best Practices and Les-
sons Learnt” (short name: best practice). Cells that are coloured green indicate that solutions
were found. However, it does not give any feedback of the quantity and quality of the solu-
tions. On the other hand, cells coloured in grey signify blind spots in the portfolio of available
solutions.

During the DAREnet Consortium Meeting in Belgrade from November 21-22, 2019, a further
prioritisation was done reflecting the potential innovation opportunities. Thus, those practi-
tioner needs that are marked with ‘x’ are our identified innovation opportunities that will be
transferred to WP5 for the assessment. Within the column ‘remarks’ specifications according
to the needs are given.

Table 3 Matches between practitioner needs and identified solutions

P}"ioritisa— Solutions from
Practitioner Needs B o Remarks .
Belgrade Research | Market | Best Practice
Meeting
Not seen as problem
Formal DRR since close coopera-
education tion with Ministry of
programs to Education or with-
educate citi- (x) spread youth maga-
zens from a zines for training on
Preparation |young age alerting does already
of the public exist.
(citizens) Informal
DRR educa-
tional pro-

grams based -
strongly on

interactive
concepts
e Ingeneral: Meta-
research needed
for summarizing
outcomes for var-
ious projects on
Include the SV handling
. . e Better focus on
integration of e
specific target
Spontaneous .
. X groups: e.g. sim-
. volunteers in .
Integration S ple tasks — ,liv-
the existing . »
of spontane- videlines ing sensors
ous volun- | ® e Inclusion of SV
teers (or groups of SV
with respect to
their compe-
tences/ skills) in
guidelines
Integration (see above)
of spontane-
ous volun- X
teers in Alert
Concepts
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Training on better
identification of Gate-
keepers (leaders, even
Identifying if self-appointed,
‘gatekeepers’ X within a group of
spontaneous volun-
teer group who can
organize the group).
Train the Training on tailoring
public in or- warning messages
Early Warn- | der to better ) taking into considera-
ing interpret the X tion socio-demo-
warning mes- graphic variables.
sages
Train the
public in us-
ing social
media (rais- (x)
ing public
awareness)
Training for Preparation of a code
the profes- of conduct and a SM
sionals / per- strategy plan.
sonal in
charge to X
handle SM
(clear proto-
cols)
Set up a team of dif-
ferent specialist to
gather and to filter in
real time user gener-
ated data (infor-
mation reliability), to
create training data
etc.
Training in
Social Me- |data han- X Development of
dia handling | dling guidelines to inte-
grate/ utilize services
from VOST (Virtual
Organisational Sup-
port Teams, kind of
specialised digital vol-
unteers) --> indica-
tion flash floods by
"cloud watchers".
Train people Preparation of a code
involved in of conduct and a SM
social media strategy plan.
management X
about social
media strat-
egy
Train Public
Relationship
Officers in
Social Media
mana (x)
gement,
Online mar-
keting and
Multimedia
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content man-
agement

Training of
SM managers
in basic data -
protection
law

Train the -seen as general skill
practitioners
in the field to
handle SM

5.2.5 Lessons Learnt

At the DAREnet Consortium Meeting in Belgrade from November 21-22, 2019, a workshop
on the assessment of RDI gaps and requirements of practitioners as identified and presented
by the WP4 task leaders of T4.2 — T4.5 was conducted. The assessment was carried out by
the participants as defined in WP5 tasks T5.3 — T5.5. The results from this first assessment
can be seen as lessons learnt as they include a scoping and maturity check of the innovations
opportunities identified in WP4.

Regarding the second topic ‘Alerting and Communication’ the following lessons learnt were
highlighted:

e Preparation of the public: The participants agreed that the training of younger
children needs close exchange with the Ministry of Education in order to
reach schools respectively a majority of children and/or a close cooperation with
widespread magazines.

e Spontaneous volunteers: In this regard, a lack of generic guidelines was identi-
fied. Thus, the creation of training programmes based on findings
from concluded projects would be helpful. Deemed important is how to bring this to
the hands of practitioners. Regarding the training of volunteers, it seems important
that they are trained how to react in different situations. However, the participants
agreed that only a limited scope of trainings (only necessary ones) is sensible. A good
way to train volunteers might be to create common training sessions with profession-
als, that assume mentoring and cooperation rules. Moreover, it is important to ensure
to train the volunteers how to use the equipment, to train how to self-rescue and to
be self-sufficient. For the work of professional responders, it was highlighted that a
volunteer monitoring system (smartphone tracking) including volunteers tasking
might be useful. In this regard, the implementation of kind of target groups, i.e. pre-
organised spontaneous volunteers that assume simple tasks e.g. being ,living sen-
sors” was recommended. However, good system (clear policy) for selection of candi-
dates for volunteers for this task would be necessary.

¢ Social media handling: Virtual organisational support teams composed of experts
with good access to various sources of information and with reliable filtering func-
tions would be desirable. In the next step, some kind institutionalisation could be en-
visaged; for flash floods “cloud watchers” could be an idea. Regarding the training on
social media, the following points seem to be particularly important: train communi-
cation officers how to educate using social media and how to analyse social media (big
data) with respect to early warning. Moreover, citizens should be trained how to use
social media to detect incidents. In this regard, the training should also encourage
people to use social media. However, professionals should be trained how to detect
fake messages from volunteers in this context.
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5.3 TWG “Rescue Operations and Emergency measures”

5.3.1 Relevance of RDI Topic

“Rescue Operations and Emergency measures” are planned operations or organized proce-
dures to bring affected out of danger, attack, harm, to protect assets and to mitigate damage
and impact.

According to the flooding scenario, rescue operations and emergency measures can basi-

cally be applied to the following three-time horizons:

e Pre-flood tasks: one of the most important tasks: If you can train the pre-flood tasks
and build up expertise, less investment is needed for ‘during and post tasks’ and ‘the ac-
tual rescue operations’.

e During and post flood tasks: second most relevant tasks: no denying that training is
important but trained leadership and good SOP’s are equally important.

e Actual rescue operations: at number 3 of most relevant tasks: more and innovative
training seems less relevant. These tasks are mostly institutionalised. Without the
proper training, you won’t be flying a helicopter or steering a boat.

Moreover, the entire subject area can be divided into different sub-topics listed below:
Air rescue

In some cases, air rescue might be needed. Therefore, specifically equipped helicopters
need to be deployed, as well as specialized personnel.

Water rescue

Evacuations from flooded areas made via wading with rafts. Rescuing of trapped people, for
example in cars or pressed against fences. This task requires special trained and equipped
teams.

Boat operations

Besides supplying trapped peoples, or evacuating them or simply rescuing them, also secur-
ing of driftwood, or tanks, etc. might be necessary. Additionally, driving a boat through
flooded areas also bears high risks that are not comparable with ordinary water rescue op-
erations, standing waves, siphons, or wires could pose multiple threats for boats and their
Crews.

Flood Protection Measures (Preinstalled protective measures)

These measures have become quite common in larger cities to ensure a nice riverbank with-
out much visual disturbances, but also provide efficient flood protection. Are there tempo-
rary/removable systems? Is there a clear plan / distinct responsibility behind these
measures?

Levee Control

Levee and embankments are usually the main protective measures to protect lives and ma-
terial goods. Compared to dams, dykes are not meant for a continuous and long-lasting im-
pounding. Therefore, the control of such structures is needed to identify weakening or pos-
sible damages as early as possible.

Levee Defense

If a levee (or dam) is damaged or its structure weakened, it needs to be reinforced. Although
building emergency dams could be summarized under this task. These activities involve of-
ten sand bags, however big packs and dedicated substitutes have been used more and more
over the last years.

Evacuation
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Due to failed levees or water levels too high to defend, there might be necessities to evacu-
ate civilians from their properties. This could also mean that livestock needs to be moved to
safer grounds.

Pumping operations

Pumping operations might be necessary to empty flooded buildings and structures; how-
ever, they are even more important in the aftermath of flooding to support or substitute
damaged / malfunctioning sewage systems.

Removal of flotsam/log jams

Floods usually cause a lot of flotsam, which ranges from litter left in the flood plain, to en-
tire trees, or even cars or houses. Besides obvious destructive effect of cars and houses alt-
hough smaller flotsam can be a threat to infrastructure located at the stream. Particularly,
log jams at bridges could cause problems and require fast actions. If not removed, these log
jams could lead to further flooding due to the raise of the water level at the jam, or even
lead to a failure of the affected bridge. For this scenario log jams and their removal should
be in the focus.

Hygienic measures

An important aspect is hygiene in these situations. Primarily for the responders, but ulti-
mately for everyone who might get in touch with the water or when the water sinks the re-
maining mud. The water during a flood contains often chemicals, such as diesel, or gaso-
line, and often the sewage systems are also affected leading to spillages of untreated waste
water.

Given the fact that flooding bears high hygienic risks, it is important to provide sufficient
information to those affected, but especially the inhabitants which have to clear their homes
from any debris and might get exposed to any contaminated material. Further, a fast recov-
ery of the sewage and drinking water systems is critical to reduce hygienic risks.

5.3.2 Practitioner Needs

The following table summarizes the results from the conducted survey as well as the out-
comes from the 2nd RDI Workshop in Vienna where practitioners from different fields dis-
cussed several challenges within the defined domains. The third column indicates practi-
tioner needs, which represent a first impression on potential innovation opportunities with
respect to the training aspect. The ranking given in the fourth column is an indicator for the
importance of each topic derived from the practitioner discussions at the 2rd RDI Workshop
in Vienna. Thus, this ranking is not statistically reliable. Matching the practitioner needs
with available solutions from research and RDI projects (cf. 4.1.3.1), products and solutions
on the market (cf. 4.1.3.2), best practices and lessons learnt by practitioners (cf. 4.1.3.3) as
well as experiences from flood history, external factors, risk management and prevention
(cf. 4.1.3.4) will result in the actual innovation opportunities (cf. 4.1.4). These innovation
opportunities will be the input for the RDI assessment and roadmapping done in WP5,
which will generate the foundation for the 2rd DAREnet RDI roadmap.
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Domain Challenges Practitioner Needs with | Rank-
respect to ‘Training’ ing
Air rescue Should be proper Regular institutionalised
actual rescue perations training
Training very expen- | VR(?),
Sive simulators (should be realis-
tic!!!)

Results from Questionnaire:

More Training Needed? — by: Training Level
Air rescue

More Training Needed? — by: Command Level
Air rescue
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Figure 16: Lower demand for more Figure 17: Higher demand on strategic
training for trained personnel 2 air level only.
rescue as special operation.
Water rescue Should be proper Regular institutionalised
actual rescue perations training
Training very expen- | VR(?),
sive simulators (should be realis-
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more training 2 less potential.

Figure 18: Lower level of demand for

Figure 19: Improvement potential, only
personnel facing good training opportu-
nities demand for more training.

Boat operations
actual rescue operations

Should be proper Regular institutionalised C
training

Training very expen- | VR(?),

sive simulators (should be realis-
tic!!!)

Results from Questionnaire:
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Figure 21: Low demand for more train-
ing due to good quality for training >

Figure 20: Low demand for more train-

low potential.

nel.

ing for trained and untrained person-

Flood Protection Measures
(Preinstalled protective

Institutionalise risk
assessment, early

No discussion

measures) warning, personnel
pre-flood task capabilities at all lev-
els and SOP’s. Invest
in PPP (public-pri-
vate-cooperation)
with regards to ma-
terials, logistics and
man power;
Spend more money | No discussion
on risk reduction
and evaluation;
Establish pre-trained | most part of the training ef-
communication forts should be made to es-
teams with a clear tablish pre-trained crisis
mandate communication teams, with a
clear mandate. This must be
combined with community
training to raise awareness
and improve resilience
More focus on evalu- | Evaluation based on debrief-
ation ing - training (Crucial side
effect of training - network-
ing)
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Results from Questionnaire:

More Training Needed? — by: Training Level
Flood Protection Measures
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o
o

Figure 22: Lower demand for more
training.

More Training Needed? — by: Rating
Flood Protection Measures

Percentage

Figure 23: Less potential, rather good
training opportunities seem to exist.

Levee Control
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Public

More Training Needed? — by: Training Level More Training Needed? — by: Command Level
Levee Defense Levee Defense
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Figure 26: Rather high demand for Figure 27: Constant high demand
more training. throughout all command levels.
Evacuation No discussion
during and post flood task
Results from Questionnaire:
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Figure 28: Higher demand for already Figure 29: Higher demand for lower
trained personnel. command levels.
Pumping operations No discussion
during and post flood task
Results from Questionnaire:
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More Training Needed? — by: Training Level More Training Needed? — by: Command Level
Pumping Pumping
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Figure 30: Low demand for more train-  Figure 31: Higher demand for ‘Tl"re .
ing for already trained personnel. tramming on strategic command level.
Removal of flotsam/log jams No discussion
Results from Questionnaire:
More Training Needed? — by: Training Level More Training Needed? — by: Command Level
Removal of Flotsam Removal of Flotsam
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Figure 32: Higher demand for more Figure 33: Higher demand for more
training for untrained personnel. training for strategic command level.
Hygienic measures No discussion
during and post flood task
Results from Questionnaire:
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More Training Needed? — by: Training Level
Hygienic Measures
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Figure 34: High demand for more train-
ing for already trained personnel.
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Figure 35: High demand for more train-
ing on higher command levels.
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5.3.3 Available Solutions

Review on available solutions was made for the following practitioner needs:
1. Flood Protection Measures (Preinstalled protective measures)

¢ Community training for pre-trained crisis communication teams with
a clear mandate to raise awareness and improve resilience
e Training on evaluations based on debriefing (networking)

2. Special trainings in levee control/defence (pre-flood task)

5.3.3.1 Solutions from Research and RDI Projects
FLOOD PROTECTION MEASURES (PREINSTALLED PROTECTIVE MEASURES)

Practitioner | Existing Solution Location | Short description Link
Need

Community | Project “K3: In- Germany | Providing rapid, reliable assistance in | Link
training for formation and crisis situations is a demanding task 21
pre-trained communication for all decision makers involved. The

crisis com- strategies for cri- responding organisations make their
munication ses and disasters” decisions based on a wide range of in-

teams with a formation and they have to coordinate

clear man- their activities closely. The K3 project

date was working on an organisational and

technical strategy for crisis communi-
cation. Its aim was to improve infor-
mation sharing not only within and be-
tween the relief organisations but also
with the public. The project would also
be the first to analyse how rumors
spread and what effect warnings on so-
cial media have.

Training on No solutions identified
evaluations
based on de-
briefing

LEVEE CONTROL/DEFENCE

Practitioner | Existing Solution Location | Short description Link
Need

Special train- No solutions identified

ing

5.3.3.2 Solutions on the Market
FLOOD PROTECTION MEASURES (PREINSTALLED PROTECTIVE MEASURES)

Practitioner | Existing Solution Location | Short description Link
Need
Community No solutions identified

training for
pre-trained
crisis com-
munication
teams with a

21 Only available in German
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clear man-
date

Training on No solutions identified
evaluations
based on de-
briefing

LEVEE CONTROL/DEFENCE

Practitioner | Existing Solution Location | Short description Link
Need

Special train- No solutions identified

ing

5.3.3.3 Best Practice and Lessons Learnt by Practitioners
FLOOD PROTECTION MEASURES (PREINSTALLED PROTECTIVE MEASURES)

Practitioner | Existing Solution Location | Short description Link
Need

Community | Preparing for ef- USA A quality improvement project was un-
training for fective communi- dertaken to gather expert consensus on
pre-trained cations during best practices that could be used to im-

crisis com- disasters: Lessons prove WHO protocols for disaster

munication from a World communication, prior to an event. The

teams with a | Health Organiza- lessons learnt include:

clear man- tion quality im- - Pre-writing public service an-

date provement project nouncements in multiple lan-
guages on questions that fre-
quently arise during disasters;

- maintaining a database of sta-
tistics for different regions and
types of disaster;

- maintaining lists of the locally
trusted sources of information
for frequently affected coun-
tries and regions;

- maintaining email list serves
of employees, international
media outlet contacts, and
government and non-govern-
mental organization contacts
that can be used to rapidly dis-
seminate information;

- developing a global network
with 24-h cross-coverage by
participants from each time
ZOne;

- and creating a central elec-
tronic SharePoint where all of
these materials can be ac-
cessed by communications of-
ficers around the globe.

Article: Laura N Medford-Davis and
G Bobby Kapur, Preparing for effective
communications during disasters: les-
sons from a World Health
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Organization quality improvement
project, Int J Emerg Med. 2014; 7: 15.

Information Man-
agement Course
(IMCO)

Europe

The overarching aim of the IMC is to
facilitate assessment, coordination and
decision-making during expert inter-
ventions through strengthened infor-
mation management processes. Specif-
ically, the course objectives are to im-
prove the participants’ understanding
of how sound information manage-
ment practices can facilitate the mis-
sion, increase and broaden their un-
derstanding and ability to apply stand-
ard information tools used in emergen-
cies and identify best practices and
share experiences in terms of infor-
mation management. The course is
formed around the information man-
agement cycle and is composed of the-
ory, group work sessions and practical
exercises based on realistic disaster
scenarios.

Link

Head of Team
Course (HOT)

Europe

Head of Team Course (HOT) - Diplo-
matic behavior, political dynamics in
disaster affected regions, relations with
and between European institutions,
relevant international agreements as
well as Council and Commission Deci-
sions and their impact on coordination
during interventions inside and out-
side the European Union, the ability to
interact effectively with the media in
stressful situations as well as internal
team management and -psychology
and leadership are addressed in the
course. These are subjects that demand
the full commitment of the partici-
pants and extensive preparation.

Link

Training on
evaluations
based on de-
briefing

No solutions identified

LEVEE CONTROL/DEFENCE

Practitioner | Existing Solution

Need

Location

Short description

Link

Special train- | Emergency Pre-
ing paredness Guide-
lines for Levees, A
Guide for Owners
and Operators

USA

Emergency Preparedness Guidelines
for Levees, A Guide for Owners and
Operators including:

Workshop: This is a discussion-
based exercise often employed to de-
termine objectives, develop scenarios,
and define evaluation criteria in sup-
port of additional exercise activities. A
workshop may also be used to familiar-
ize staff with their roles and responsi-
bilities, develop standard operating
procedures (SOPs), or generate

Link

Public
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improvement plans. To be effective,
workshops must be highly focused on a
specific issue, and the desired outcome
must be clearly defined.

Table top Exercise: This is a discus-
sion-based exercise that typically in-
volves key personnel discussing hypo-
thetical scenarios in an informal set-
ting. Participants are encouraged to
discuss issues in depth and develop de-
cisions slowly, avoiding the spontane-
ous decision making behaviors that of-
ten occur under actual or simulated
emergency conditions. Players apply
their knowledge and skills to a list of
problems presented by the exercise fa-
cilitator, and the proposed solutions
are discussed as a group.

Functional Exercise: This is an op-
erations-based exercise characterized
by an actual response to emergency
conditions. This type of exercise, in
which movement of personnel and
equipment is simulated, replicates op-
erational realities through a scenario
that requires rapid and effective re-
sponse by trained personnel in a time-
constrained environment.

Full-Scale Exercise: This exercise
includes all the elements of a func-
tional exercise as well as actual deploy-
ment of field resources and engage-
ment by outside parties, such as gov-
ernment agencies. This is an opera-
tions-based exercise in which person-
nel and resources are mobilized and
deployed to the scene where they con-
duct their activities as if a real incident
had occurred. This is the most resource
intensive exercise format, and must be
carefully controlled to ensure that per-
sons who are not part of the exercise
are informed and do not believe there
is a real emergency.

European and US Europe Implementations of EU Regulations Link

Levees and Flood River basin management and flood

Dei.’er}ces C.harac- protection are organized according to

teristics, Risks the European Water Framework Di-

and Governance rective (2000) as well as to the Floods
Directive (2007) are the basis for river
training measures and the organization
of flood protection.
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5.3.3.4 Experiences from Flood History, External Factors, Risk Management and
Prevention

FLOOD PROTECTION MEASURES

training for pre-
trained crisis
communication
teams with a clear
mandate

Practitioner Experiences from Flood History, External Factors, Risk Management
Need and Prevention
Community Crisis communication team members should be selected based on their

knowledge and abilities in disaster preparedness, prevention, mitigation and
post-disaster management. Crisis communication team should have expertise in-
cluding knowledge of the disaster-prone area, data and information manage-
ment, early warning and mass evacuation systems, logistics and security. The ad-
ditional expertise required on the team should be determined according to the
needs of the community.

The dissemination of information should lead to the identification of key people
with an interest in participating in a disaster preparedness team.

The list of objectives for entering a risk communication program includes the

following items:

¢ enlightenment function (to improve risk understanding among target
groups);

e right-to-know function (to disclose information about hazards to potential
victims);

¢ attitude change function (to legitimate risk related decisions, to improve the
acceptance of a specific risk source, or to challenge such decisions and reject
specific risk sources);

e legitimating function (to explain and justify risk management routines and
to enhance the trust in the competence and fairness of the management pro-
cess);

e risk reduction function (to enhance public protection through information
about individual risk reduction measures);

e behavioural change function (to encourage protective behaviour or support-
ive actions toward the communicating agency);

e emergency preparedness function (to provide guidelines for emergencies or
behavioural advice during emergencies);

¢ public involvement function (to educate decision makers about public con-
cerns and perceptions); and

e participation function (to assist in reconciling conflicts about risk-related
controversies.

Training on eval-
uations based on
debriefing

No solutions identified

LEVEE CONTROL/DEFENCE

Practitioner
Need

Experiences from Flood History, External Factors, Risk Management
and Prevention

Special training

No solutions identified

5.3.4 Innovation Opportunities

The following table summarizes the matches between practitioner needs and identified solu-
tions derived from the different fields “Solutions from Research and RDI Projects” (short
name: research), “Solutions on the Market” (short name: market), “Best Practices and Les-
sons Learnt” (short name: best practice). Cells that are coloured green indicate that solutions
were found. However, it does not give any feedback of the quantity and quality of the solu-
tions. On the other hand, cells coloured in grey signify blind spots in the portfolio of available
solutions.
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During the DAREnet Consortium Meeting in Belgrade from November 21-22, 2019, a further
prioritisation was done reflecting the potential innovation opportunities. Thus, those practi-
tioner needs that are marked with ‘X’ are our identified innovation opportunities that will be
transferred to WP5 for the assessment. Within the column ‘remarks’ specifications according
to the needs are given.

Table 4: Matches between practitioner needs and identified solutions

P}‘iorlictisa- Solutions from
- tion from
Practitioner Needs Belgrade Remarks Research | Market | Best Practice
Meeting
community
training for
pre-trained
crisis commu- %)
nication teams
Flood Protec- ol el ey
. mandate
tion Measures Better Exberi-
(Preinstalled ctte be
Droteotve ence & Failure
.. Management by
measures) Training on datory)
evaluations (man. atory
based on de- X de-briefing, .
et documentation
and identifica-
tion of lessons
learned.
Levee Con- Special train-
trol/defence ing (x)

5.3.5 Lessons Learnt

At the DAREnet Consortium Meeting in Belgrade from November 21-22, 2019, a workshop
on the assessment of RDI gaps and requirements of practitioners as identified and presented
by the WP4 task leaders of T4.2 — T4.5 was conducted. The assessment was carried out by
the participants as defined in WP5 tasks T5.3 — T5.5. The results from this first assessment
can be seen as lessons learnt as they include a scoping and maturity check of the innovations
opportunities identified in WP4.

Regarding the third topic ‘Rescue Operations and Emergency measures’ the following lessons
learnt were highlighted:

¢ Flood protection measures: Better experience and failure management, includ-
ing a mandatory debriefing, documentation and identification of lessons learnt were
recommended.

e Dyke defence: More universal training needed, e.g. in forms of a strict curriculum
(which is to be developed).

¢ Special operations: The participants saw a need for more specialised training cen-
tres. Thus, Public Private Partnerships (PPP) might be a potential solution in order to
overcome the financial constraints.
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5.4 TWG “Logistics and Assistance”

5.4.1 Relevance of RDI Topic

“Logistics and Assistance” refers to supporting processes that are not a direct part of rescue
operations. The following processes were considered in the discussions of the second
DAREnet Roadmapping cycle:

Supplying
Due to the isolation of certain areas a basic supply with medical assistance, food and other
goods might become necessary. This could also include shuttling of those enclosed to get to

work, etc. This is a logistic challenge, which could be done using large (off-road) vehicles, or
boats.

Sheltering

The evacuation requires also sheltering of the evacuees. And given the fact that most of the
belongings had to abandoned, there is also a large need to supply them with clothing and
convenience goods.

Stocking/Warehousing

How and where are materials stored? Who is responsible? How will they be made available?
Are additional materials available do plans exist to organize sandbags, sand or other mate-
rials?

Supply/restoring infrastructure
Potable Water Waste, sewage, energy, but also medical supply or food
Psychological support

For the people affected by the flood, this often resembles a stressful situation, especially the
high degree of uncertainty can be traumatic. A fast provision of psychological support can
help to reduce later traumas.

Social care

Those who suffered massive losses to their property might require fast (financial) support,
to get back into a normal and self-determined routines.

Securing evacuated areas
The evacuated perimeter needs to be secured against plunderers.

5.4.2 Practitioner Needs

The following table summarizes the results from the conducted survey as well as the out-
comes from the 2 RDI Workshop in Vienna where practitioners from different fields dis-
cussed several challenges within the defined domains. The third column indicates practi-
tioner needs, which represent a first impression on potential innovation opportunities with
respect to the training aspect. The ranking given in the fourth column is an indicator for the
importance of each topic derived from the practitioner discussions at the 2nd RDI Workshop
in Vienna. Thus, this ranking is not statistically reliable. Matching the practitioner needs
with available solutions from research and RDI projects (cf. 4.1.3.1), products and solutions
on the market (cf. 4.1.3.2), best practices and lessons learnt by practitioners (cf. 4.1.3.3) as
well as experiences from flood history, external factors, risk management and prevention
(cf. 4.1.3.4) will result in the actual innovation opportunities (cf. 4.1.4). These innovation
opportunities will be the input for the RDI assessment and roadmapping done in WP5,
which will generate the foundation for the 22d DAREnet RDI roadmap.
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Domain

Challenges

Practitioner
Needs with re-
spect to ‘Train-
ing’

Supplying

Important: “last 100 m” - special
transport (boat, air, off-road vehicle)
required, ref. rescue operations; every-
thing before - basic warehousing

Combining sup-
plying with:
training on effec-
tive giving and
gaining infor-
mation in the
field from SV, af-
fected population
etc.

Empathic com-
munication >
ref. psychological
support

Sheltering

Challenge: Running and deconstruc-
tion of shelter areas (esp. long term);

Training for in-
structors/ multi-
plications for
tent/ field bed

setup

Running shelter areas: legal, ethic, se-
curity issues, hygienic measures, waste
management, etc.

trained managers

Rank-
ing

Own process and long-term planning
for deconstruction because of lack of
resources (SV) in that phase

No discussion

Sheltering

Percentage

More Training Needed? — by: Training Level

Figure 36: Higher demand for more
training for trained personnel.

Results from Questionnaire:

Sheltering

[ | |
Percentage

More Training Needed? — by: Command Level

els.
Stocking/ Warehousing | Authorities flooded by (useless) in Training on com-
kind donations munication strat-
egies to politely
reject in kind do-
nations, address
(current) real
Public ©DAREnet Consortium

Figure 37: Medium demand for more
training throughout all command lev-

86



D4.4 — 2nd Report of Topic Working Groups
Deliverable submission date (19.12.2019)

H2020- SEC-21-GM-2016/2017
DARENET

needs and moti-
vate for mone-
tary donation

lation

Warehousing aspects for general popu-

Training for gen-
eral public with
gamified ap-
proach/
smartphone app
to raise resilience
level, preparation
aspects (ware-
housing at home)

Results from Questionnaire:

More Training Needed? — by: Training Level
Stocking Warehousing
100-

Percentage

Figure 38: Rather low demand for more
training.

More Training Needed? — by: Command Level
Stocking Warehousing

Percentage

Figure 39: Low demand for more train-
ing on lower levels of command.

Supply/ restoring infra-
structure

No issue from training point of view

No discussion

sues

Most relevant sub domain as it is criti-
cal for functioning of responses and
prevention of long-term problems (sui-
cides, illness, etc.); need more aware-
ness for ethical, religious, cultural is-

Training on deal-
ing with stress
situations (for re-
sponders)

Training for ef-
fected de-brief-
ing and sharing
experience »>
evaluation!

Training on cop-
ing with dis-
turbed affected
population

Combine psycho-
logical aspect
with first aid
training for gen-
eral public

Public
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Results from Questionnaire:

More Training Needed? — by: Training Level
Psychological Support
100-

Percentage

trained personnel.

Figure 40: Rather high demand for un-

More Training Needed? — by: Command Level
Psychological Support

Percentage

Figure 41:: Rather high demand on high
levels of command.

Social care

No issue from training point of view

No discussion

Results from Questionnaire:

More Training Needed? — by: Training Level
Sacial Care

100-

More Training Needed? — by: Command Level
Social Care

Public
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Figure 42: Medium demand for more Figure 43: Higher demand for more
training. training on higher levels of command.
Securing evacuated ar- No issue from training point of view; No discussion
eas raise awareness for security related is-
sues (information gathering)
Results from Questionnaire:
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More Training Needed? — by: Training Level

Securing Evacuated Area

100~

Percentage
(o))
o

training.

Figure 44: Medium demand for more Figure 45: Higher demand for more

More Training Needed? — by: Command Level

Securing Evacuated Area
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B
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training on higher levels of command.
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Review on available solutions was made for the following practitioner needs:

1. Sheltering

e Training for instructors for tent/ field bed setup

2. Stocking/ Warehousing

¢ Training on communication strategies to politely reject in kind donations,
address (current) real needs and motivate for monetary donation

3. Psychological support

e Training for responders on dealing with stress situations
e Training for effected de-briefing and sharing experience

5.4.3.1 Solutions from Research and RDI Projects

SHELTERING
Practitioner | Existing Solution Location | Short description Link
Need
Training for No solutions identified
instructors
for tent/ field
bed setup
STOCKING/ WAREHOUSING
Practitioner | Existing Solution Location | Short description Link
Need
Training on No solutions identified
communica-
tion strate-
gies to po-
litely reject
in kind dona-
tions, ad-
dress (cur-
rent) real
needs and
motivate for
monetary do-
nation
PSYCHOLOGICAL SUPPORT
Practitioner | Existing Solution Location | Short description Link
Need
Training for | Project “REBEKA: | Germany | A large share of the people involved in | Link
responders Resilience of civil protection and disaster manage- 22
on dealing emergency service ment in Germany are volunteers. The
with stress professionals af- BMBEF research project REBEKA
situations fected by crisis sit- aimed to investigate and strengthen
uations” the resilience of disaster management
organisations, based on the crisis sce-
narios of flooding and a power failure.
One key area of the research was an
analysis of what happens when the
22 Only in available in German
Public ©DAREnet Consortium 90
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emergency services themselves are af-
fected. A parallel examination of the
organisational, social and psychologi-
cal aspects was also being carried out.
The findings would be used to devise
structures and processes that will ena-
ble, in particular, ad hoc helpers to be
integrated into the crisis response
measures in an effective manner.

Project “PSYCRIS
- PSYcho-Social
Support in CRISis
Management”

Training for
effected de-
briefing and
sharing expe-
rience

Europe

With the overall objective to improve
psycho-social support in crisis man-
agement, the proposed project PsyCris
(36-months) has the following goals:
(1) status quo analysis of psychological
and medical support in crises in Euro-
pean countries, (2) improvement of
support strategies for victims and crisis
managers, (3) enhancement of psycho-
medical preparedness for major inci-
dents (contingency planning), (4) de-
velopment of interventions to deal with
stress and reduce stress related disor-
ders of crisis management personnel
and authorities, (4) providing efficient
self-help strategies to communities af-
fected by crises and (5) investigation of
long-term psychosocial, societal and
cultural impact of crises.

Outcomes:

- Analysis of current psychologi-
cal and medical support in cri-
ses in Europe, improvement of
support strategies and enhanc-
ing psychosocial preparedness
with a particular focus on dis-
aster management.

- Toolkits that aim to develop
competences and communities
of practice. So far, case studies,
recommendations and contin-
gency planning have been de-
veloped based on common
practices and actual experi-
ences of end users.

- A demonstrator for an interac-
tive learning and networking
platform is also being devel-
oped.

Link

Project “PRAKOS:
Practices and
communication
for active incident
response”

Germany

Disasters such as storms or major acci-
dents can affect anyone. The response
to such incidents depends on various
factors, including how those involved
perceive and handle the situation. This
can differ considerably from region to
region and is mainly determined by
previous experience and personal pre-
paredness. By looking at specific inci-
dents, the research partners on the
PRAKOS project were identifying the

Link
23

23 Only available in German
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aspects of risk culture that result in ef-
ficient responses. Knowledge about
specific risk culture types provides a
basis upon which to formulate precise
instructions to help ensure an effective
response to major incidents.

5.4.3.2 Solutions on the Market

SHELTERING

Practitioner
Need

Existing Solution

Location

Short description

Link

Training for
instructors
for tent/ field
bed setup

No solutions identified

STOCKING/ WAREHOUSING

Practitioner
Need

Existing Solution

Location

Short description

Link

Training on
communica-
tion strate-
gies to po-
litely reject
in kind dona-
tions, ad-
dress (cur-
rent) real
needs and
motivate for
monetary do-
nation

No solutions identified

PSYCHOLOGICAL SUPPORT

Practitioner
Need

Existing Solution

Location

Short description

Link

Training for
responders
on dealing
with stress
situations

No solutions identified

Training for
effected de-
briefing and
sharing expe-
rience

No solutions identified

Public

©DAREnet Consortium

92




D4.4 — 2nd Report of Topic Working Groups
Deliverable submission date (19.12.2019)

H2020- SEC-21-GM-2016/2017
DARENET

5.4.3.3 Best Practice and Lessons Learnt by Practitioners

SHELTERING
Practitioner | Existing Solution Location | Short description Link
Need
Training for MODEX Exercises | Europe MODEX Exercises where the mod- Link
instructors ules can work together. The emer-
for tent/ field gency temporary shelter can train
bed setup themselves through these exercises.
Assessment Mission Course
(AMC):
The Assessment Mission Course
(AMC) is a specialised course for ex-
perts in the field of emergency man-
agement likely to be involved in inter-
national civil protection interventions
where assessment activities are to be
expected. While on mission, experts
are engaged by the European Commis-
sion to carry out their tasks by assist-
ing local authorities in close coopera-
tion with the UN and other interna-
tional organisations on site. The core
objective of the course is to enhance
participants’ competences to imple-
ment all necessary assessment working
steps, by e.g. utilising common assess-
ment tools and collecting, processing
and disseminating data in a humani-
tarian aid and civil protection environ-
ment. In addition, the assessment
teams will be trained to draft and im-
plement an assessment mission plan.
STOCKING/ WAREHOUSING
Practitioner | Existing Solution Location | Short description Link
Need
Training on Course on Negoti- | Europe The Course on Negotiation and Deci- Link
communica- | ation and Deci- sion-Making (CND) aims to strengthen
tion strate- sion-Making experts’ capacities to use appropriate
gies to po- (CND) methods for managing decision-mak-
litely reject ing processes both within the team and
in kind dona- with external partners, and for inter-
tions, ad- acting and negotiating effectively and
dress (cur- professionally with a wide range of ac-
rent) real tors in the disaster management arena,
needs and showing sensitivity to local politics and
motivate for cultures. The core objectives of this
monetary do- course are to prepare the participants
nation to manage a decision-making process
and to negotiate with different stake-
holders in challenging and politically
sensitive situations, in order to achieve
the mission aims defined by the terms
of reference.
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PSYCHOLOGICAL SUPPORT

sharing expe-
rience

Practitioner | Existing Solution Location | Short description Link
Need

Training for | The SELAH volun- | Europe The SELAH volunteer network: a | Link
responders teer network model of outreach

on dealing Beside it covers other domain, some of

V‘{lth stress the initiative could be implement in

situations Disaster Risk Reduction context.

Training for | Assessment Mis- Europe The Assessment Mission Course Link
effected de- sion Course (AMQ) is a specialised course for ex-
briefingand | (AMC) perts in the field of emergency man-

agement likely to be involved in inter-
national civil protection interventions
where assessment activities are to be
expected. While on mission, experts
are engaged by the European Commis-
sion to carry out their tasks by assist-
ing local authorities in close coopera-
tion with the UN and other interna-
tional organisations on site. The core
objective of the course is to enhance
participants’ competences to imple-
ment all necessary assessment working
steps, by e.g. utilising common assess-
ment tools and collecting, processing
and disseminating data in a humani-
tarian aid and civil protection environ-
ment. In addition, the assessment
teams will be trained to draft and im-
plement an assessment mission plan.

5.4.3.4 Experiences from Flood History, External Factors, Risk Management and

Prevention
SHELTERING
Practitioner Experiences from Flood History, External Factors, Risk Management

Need

and Prevention

Training for in-
structors for tent/
field bed setup

The evacuation shelter should be located in a place considered safe from disas-

ters based on the technical risk assessment:

¢ Public buildings are encouraged to be used as shelter.

e The evacuation route should be accessible to and from the evacuation shelter
in all directions on foot and/or by vehicles.

¢ In some situations it might be necessary to shelter in place. According to the
situation, immediate evacuation may not be necessary. Shelter in place is
only possible if the location is in the safe zone.

STOCKING/ WAREHOUSING

Practitioner
Need

Experiences from Flood History, External Factors, Risk Management
and Prevention

Training on com-
munication strat-
egies

PSYCHOLOGICAL SUPPORT
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©DAREnet Consortium 94



https://www.researchgate.net/publication/261585408_Training_and_Mobilizing_Volunteers_for_Emergency_Response_and_Long-Term_Support
https://ec.europa.eu/echo/files/civil_protection/civil/prote/pdfdocs/Training%20brochure.pdf

D4.4 — 2nd Report of Topic Working Groups H2020- SEC-21-GM-2016/2017
Deliverable submission date (19.12.2019) DARENET

Practitioner
Need

Experiences from Flood History, External Factors, Risk Management
and Prevention

Training for re-
sponders on deal-
ing with stress
situations

According to literature review there is a lack of mental health preparedness
in the majority of countries. Valid and reliable tools and context-bound pro-
grams should be developed based on the experiences and perceptions of the
community.

Psychological First Aid (PFA) as a disaster intervention tool has demon-
strated a positive effect on mental health preparedness in disaster condition.
Natural disaster funding needs to include psycho-social retrieval, which is a cru-
cial component of restoring individuals’ and communities’ well-being and mental
health. People should be provided with the information about the probable re-
sponses they might have. Some countries have established a national instruction
program for mental health interventions both as a tool and strategy for improv-
ing preparedness in disasters and for enhanced protection of property, life, envi-
ronment, improved community safety, physical well-being, mental health, and
the ability to sustain the well-being. First responders should be trained to deal
with stress when coping with different audience including victims and vulnerable
people as well as other actors who respond to emergency, i.e. spontaneous volun-
teers.

All spontaneous volunteers’ involvements should be considered for psy-
chological support in emergency response regarding their supervision and care.
There is an enhanced duty of care towards young volunteers, reflecting their rela-
tive immaturity.

According to NATO guidance on “PSYCHOSOCIAL CARE FOR PEOPLE
AFFECTED BY DISASTERS AND MAJOR INCIDENTS” the minimum
key actions or objectives that are required of staff that are planning the psycho-
social and mental health service responses to disasters include:

e Integrating psychosocial and mental healthcare responses within the grand
plan for preparing for and responding to disasters;

e Fully integrating psychosocial and mental healthcare responses, usually se-
quentially;

e Appointing psychosocial and mental health advisers to commanders of re-
sponses to major incidents and disasters;

 Empowering communities and people;

e Attending to the basic needs of the population first;

e Planning and enacting a good public risk communication and advisory strat-
egy that involves the public and the media and which provides timely and
credible information and advice;

o Ensuring staff are capable of working with diversity of values and cultures;

¢ Ensuring that the psycho-social and mental health responses are compre-
hensive and stepped according to need, are of sufficient duration and are
well co-ordinated;

¢ Allocating and managing roles for mental health professionals; they should
be well lead, managed, supervised and cared for; and

¢ Promoting learning by planning and managing knowledge acquisition and its
transfer, evaluation and performance management.

Training for ef-
fected de-briefing
and sharing expe-
rience

No solutions identified

5.4.4 Innovation Opportunities

The following table summarizes the matches between practitioner needs and identified solu-
tions derived from the different fields “Solutions from Research and RDI Projects” (short
name: research), “Solutions on the Market” (short name: market), “Best Practices and Les-
sons Learnt” (short name: best practice). Cells that are coloured green indicate that solutions
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were found. However, it does not give any feedback of the quantity and quality of the solu-
tions. On the other hand, cells coloured in grey signify blind spots in the portfolio of available
solutions.

During the DAREnet Consortium Meeting in Belgrade from November 21-22, 2019, a further
prioritisation was done reflecting the potential innovation opportunities. Thus, those practi-
tioner needs that are marked with ‘x’ are our identified innovation opportunities that will be
transferred to WP5 for the assessment. Within the column ‘remarks’ specifications according
to the needs are given.

Table 5: Matches between practitioner needs and identified solutions

Prioritisa- Solutions from
Practitioner Needs o o Remarks .
Belgrade Research | Market | Best Practice
Meeting

Training for Training for in-

Shelterin instructors for x) structors/ multi-
& tent/ field bed plications.

setup
ST Training on
Warehousing | Cormunica )

tion strategies

VR-/ serious
gaming-based ex-
ercises for train-

Training for ing on psychologi-
responders on cal support of
dealing with X practitioner —
stress situa- stress/ unplanned
tions situations, cas-
Psychological ;adlng .Eff61CtS’ m-
support ormation loss,
etc.
Better Experience
& Failure Man-

Training for ef-
fected de- agement by (man-

datory) de-brief-

briefing and X e d

sharing experi- ing, documenta-
tion and identifi-

ence

cation of lessons
learned.

5.4.5 Lessons Learnt

At the DAREnet Consortium Meeting in Belgrade from November 21-22, 2019, a workshop
on the assessment of RDI gaps and requirements of practitioners as identified and presented
by the WP4 task leaders of T4.2 — T4.5 was conducted. The assessment was carried out by
the participants as defined in WP5 tasks T5.3 — T5.5. The results from this first assessment
can be seen as lessons learnt as they include a scoping and maturity check of the innovations
opportunities identified in WP4.

Regarding the fourth topic ‘Logistics and Assistance’ no lessons learnt were identified.
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6 Conclusions

The present deliverable D4.4 describes the current status of entries within the DAREnet
Knowledge Base separated according to the relevant topics “Solutions from Research and
RDI Projects”, “Solutions on the Market”, “Best Practices and Lessons Learnt” as well as
“Flood History and Background Information” at the end of the second DAREnet roadmap-
ping cycle. Moreover, the deliverable gives the final findings of work from each DAREnet
Topic Working Group related to the selected RDI Topics of the second cycle. These topics
are “Coordination, Command and Control”, “Alerting and Communication”, “Rescue Oper-
ations and Emergency measures” and “Logistics and Assistance” with respect to provide po-
tential innovation opportunities following a scenario-based approach that focus on training
aspects of diverse domains of flood management during the entire disaster management cy-
cle. The results are summarized in form of detailed reports that are clustered under the as-
pects of “Relevance of the RDI Topic”, “Practitioner Needs”, “Available Solutions”, “Innova-
tion Opportunities” and “Lessons Learnt”. The expertise within the TWG was collected
through intensive research and with the help of the DAREnet National Contacts (DNC)
through expert interviews with national actors of disaster management using a survey. The
data were subsequently reviewed and analysed.

Again, a key result from the work of WP4 within the DAREnet roadmapping cycle is the
derivation of innovation opportunities, which will provide a direct input for the next step in
the roadmapping cycle, where the identified results will be taken up by the Innovation As-
sessment done in WP5. The main goal of WP5 is to assess and prioritise the innovation op-
portunities in the DAREnet Knowledge Base and to prepare the first version of the RDI
Roadmap.
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Annexes

ANNEX 1: Survey for DAREnet’s Second Roadmapping Cycle

2nd Research, Development and Innovation
Topic Working Group Workshop

Fields marked with * are mandatory. |

Welcoming

DARE net

The DAREnet project aims at strengthening flood resilience in the entire Danube river basin. Therefore,
the practitioners’ view on needs and innovations is essential. In order 1o collect this knowledge and allow
for collaborative work, we have invited groups of people from different domains, organisations and
countries to join this webinar.

The webinar is based on a realistic flood scenario. We would like to concentrate on the aspect of training
for different actions and specific tasks. In this context, we want to use this questionnaire to derive
requirements or current gaps in the training of practitioners as well as promote discussions on possible
(training) solutions. Additionally, we would like to discuss the outcomes with some participants during a
workshop on 24 — 25 Sept. 2019 at the “Lagezentrum” of the Austrian Red Cross (ORK) in Vienna/
Austria.

The outcome of the entire process will be a set of high-potential Research, Development and Innovation
(RDI) opportunities. Finally, this portfolio will form a publicly available road map for exploring the
development of commaon capabilities and support national and European Policy Makers towards future
innovation strategies in the Danube River Region.

Personal Information (voluntarily)

Your private details may be helpful when searching for certain needs or solutions. For future DAREnet
activities we also plan to involve members of the Community to participate in workshops and meetings,

and if we know how to reach out we may get in touch you.
In general, these information will not be shared publically and the statistical evaluation of the data will be
fully anonymous.

Here you can provide your name:
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And your email address:

Please state your nationality for statistical reasons.

@ Germany
! Austria

! Slovakia
! Hungary
Croafia

! Serbia

! Romania
! Bulgaria
! Other

Please specify ‘other' country:

Civil Protection Experience

H2020- SEC-21-GM-2016/2017
DARENET

This information will be kept strictly anonymous.

However, for the evaluation of the questionnaire we will need to get an idea of the experience and

expertise

of the responding community. Therefore, please provide your personal civil protection, crisis management

or flood management background.
Thank you!

Your personal experience

* Indicate your experience as practitioner
) less than 2 years

O 2.5 years

0 5410 years

® 10-15 years

© 15.20 years

=) more than 20 years

*0On which command/operational level are you usually serving?

® operational

©) pperational (command)
@ f{actical (command)

Public ©DAREnet Consortium
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Public

strategic (command)

*From what angle will you answer the questions?

© froma personal point of view/experience

© from an organizational point of view

Description of your organization

*Please name your organisation

To which group of actors does this organization belong to?

@) (Givil Protection) Responders

Importance of tasks and activities you and/or your organization

with

Academia

Industry / Solution Providers
NGOs

Public Authorities

Political Stakeholders
Public

International Aid

Civil Military Cooperaiion

H2020- SEC-21-GM-2016/2017

DARENET

are faced

How important do you consider the following tasks 1o be?

Coordination, Command and Control

Coordination, Command and
Control

Alerting + Communication

Alert concept
Early waming

Social media handling

high meadium

relevance relevance
high medium
relevance relevance

©DAREnet Consortium

low
relevance

no relevance
at all

no relevance
at all
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Integration spontaneaus ® ® ® ®
volunteers
Preparation of the public o) & o) &
(citizens)

Rescue Operations + Emergency Measures

high medium low no relevance at
relevance relevance relevance all

Air rescue ® e 5] 3]

Water rescue ® ] e 5]

Boat operations ® ® &) 4]
measures

Levee control ® e 5] 3]

Levee defense ® © ® ©

Evacuation ® ® e @

Pumping ® e  # e

Removal of flotsam/ log ® ® ® ®
jams

Hygienic measures e © ® @

Logistics + Assistance
high medium low na relevance
relevance relevance relevance at all

Sheltering @] ® © ©

Stocking/ warehousing @ ® ®© ®
infrastructure

Psychological support ® ® ® o

Social care e [ 5] e e

Securing evacuated area © ® ® ®

Here you can download a table that elaborates our understanding of the various tasks and activities.

Training of tasks and activities you and/or your organization are faced with
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What is your level of training regarding the tasks listed below?

Coordination, Command and Control

trained not not frained for, but only rarely never
f;r trained for faced with faced with
Coordination, Command & ® ® ®
and Control
Alerting + Communication
trai not not trained for, but only rarely never
for trained for faced with faced with
Alert concept ® ® ® @
Early waming ® ® ® ®
Social media handiing ® ® ® ®
Integration spontaneous @ @ ® ®
volunteers
Preparation of the public & ® & )
(citizens)
Rescue Operations + Emergency Measures
. not not trained for, but only rarely never
for trained for faced with faced with
Air rescue e & ® ®
Water rescue e ® 8] &
Boat operations ® ® ® ®
Flood protection ® ® ® ®
measures
Levee control s/ @ o ®
Leves defense ® ® ® ®
Evacuation ® © @ ®
Pumping ® ® B e
Fbs-mr\wsl of flotsam / @ ® ) ®
log jams
Hygienic measures ® ® ® ®
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Logistics + Assistance

not not trained for, but only rarely never
trained for faced with faced with

Sheltering e 9] ® )
Stocking/ warehousing e D 9] ®

Supply/ restoring 7 F F E
infrastructure

Psychological support o @ & ®

Social care © @ ® ®

Securing evacuated = = = =
area

Here you can download a table that elaborates our understanding of the various tasks and activities.

Coordination, Command and Control

What training does prepare for these tasks/activities?

Where is the training provided?
D centralized facility
0 decentralized facility

At what level is that facility located?
[ ata regional level
[7] at a national level
] by your organization
[C] other (3rd party)

Could you please name the third party?

How long does the program take approximately?

What is the training style?
) presence

e-learning
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@) blended leaming

How do you rate the training?

- needs improvement

What should/could be improved?

Do you think there is more training needed?
D yes

D no

If you think so, what would you wish for?

Anything you would like to add?

Alert Concept

What training does prepare for these tasksfactivities?

Where is the training provided?
© centralized facility
D decentralized facility
At what level is that facility located?
[l ata regional level
[F] at a national level
[l by your organization
[ other (3rd party)

Could you please name the third party?

How long does the program take approximately?
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What is the training style?
) presence
D g-leaming

) blended learning

How do you rate the training?

© very good
® good
D sufficient

) needs improvement

What should/could be improved?

Do you think there is more training needed?
© yes

no

If you think so, what would you wish for?

Anything you would like to add?

Early Warning

H2020- SEC-21-GM-2016/2017
DARENET

What training does prepare for these tasks/activities?

Where is the training provided?
© centralized facility
D decentralized facility

At what level is that facility located?
[ ata regional level
[F] at a national level

] by your organization
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[C] ather (3rd party)

Could you please name the third party?
How long does the program take approximately?

What is the training style?

':' presence

- e-learning

! blended learning

How do you rate the training?

® very good

| good
! sufficient

) needs improvement

What should/could be improved?

Do you think there is more training needed?
® yes

@ no

If you think so, what would you wish for?

Anything you would like to add?

Social Media handling

What training does prepare for these tasks/activities?

Where is the training provided?
© centralized facility
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D) decentralized facility

At what level is that facility located?
[ ata regional level
[C] at a national level
] by your organization
[[] cther (3rd party)

Could you please name the third party?
How long does the program take approximately?

What is the training style?
® presence

® e-learning

© blended learning

How do you rate the training?
® vary good
® good

D sufficient

) needs improvement

What shouldfcould be improved?

Do you think there is more training needed?
© yes

® o

If you think so, what would you wish for?

Anything you would like to add?

Integration spontaneous volunteers

10
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What training does prepare for these tasks/activities?

Where is the training provided?
@ centralized facility
0 decentralized facility

At what level is that facility located?
[ ata regional level
[T at a national level
= by your organization
[T other (3rd party)

Could you please name the third party?

How long does the program take approximately?

What is the training style?
® presence
D g-leaming

2 blended learning

How do you rate the training?
© very good

© good

O sufficient

needs improvement

What shouldfcould be improved?

Do you think there is more training needed?
© yes

® o

If you think so, what would you wish for?

11
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Anything you would like to add?

Preparation of the public (citizens)

What training does prepare for these tasksfactivities?

Where is the training provided?
@ centralized tacility
D decentralized facility

At what level is that facility located?
[l ata regional level
[C] at a national level
[l by your organization
[ other (3rd party)

Could you please name the third party?
How long does the program take approximately?

What is the training style?
) presence
5] e-learning

! blended learning

How do you rate the training?
@ very good
® good

0 sutficient

) needs improvement

What should/could be improved?

Do you think there is more training needed?

® yes

12
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If you think so, what would you wish for?

Anything you would like to add?

Air rescue

What training does prepare for these tasksfactivities?

Where is the training provided?
D centralized facility
D decentralized facility

At what level is that facility located?
[ ata regional level
[C] at a national level
[l by your organization
[C] other (3rd party)

Could you please name the third party?
How long does the program take approximately?

What is the training style?
) presence
D e-leamning

2} blended learning

How do you rate the training?
@ very good
@ good

D sufficient

) needs improvement

13
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What should/could be improved?

Do you think there is more training needed?
© yes

DO no

If you think so, what would you wish for?

Anything you would like to add?

Water rescue

What training does prepare for these tasks/activities?

Where is the training provided?
© centralized facility
D decentralized facility

At what level is that facility located?
[ ata regional level
[C] at a national level
[l by your organization
[T other (3rd party)

Could you please name the third party?

How long does the program take approximately?

What is the training style?
) presence
D g-leaming

) blended learning

14
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How do you rate the training?
":" very good
) sufficient

needs improvement

What should/could be improved?

Do you think there is more training needed?
O yes
® no

If you think so, what would you wish for?

Anything you would like to add?

Boat operations

H2020- SEC-21-GM-2016/2017
DARENET

What training does prepare for these tasks/activities?

Where is the training provided?
© centralized facility
© decentralized facility

At what level is that facility located?
[ ata regional level
at a national level
[T by your organization
[Z] other (3rd party)

Could you please name the third party?

How long does the program take approximately?

©DAREnet Consortium
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What is the training style?
) presence
0 g-learning

') blended learning

How do you rate the training?
@ very good
[ ] gﬂﬂd

sufficient

2} needs improvement

What should/could be improved?

Do you think there is more training needed?
D yes

DO no

If you think so, what would you wish for?

Anything you would like to add?

Flood protection measures

What training does prepare for these tasksfactivities?

Where is the training provided?
© centralized facility
D decentralized facility
At what level is that facility located?
[l ata regional level
[F] at a national level
[l by your organization
[ other (3rd party)

Could you please name the third party?

16
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How long does the program take approximately?

What is the training style?
':' presence
® e-learning

'Z)" blended learning

How do you rate the training?
® very good

| good

! sufficient

') needs improvement

What should/could be improved?

Do you think there is more training needed?
D yes

D no

If you think so, what would you wish for?

Anything you would like to add?

Levee control

What training does prepare for these tasksfactivities?

Where is the training provided?
@ centralized facility

0 decentralized facility

At what level is that facility located?

17
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[ ata regional level
[C] at a national level
] by your organization
[[] cther (3rd party)

Could you please name the third party?

How long does the program take approximately?

What is the training style?
® presence

® e-learning

@) blended learning

How do you rate the training?
® vary good

B good

D sufficient

) needs improvement

What should/could be improved?

Do you think there is more training needed?

® yes

! no

If you think so, what would you wish for?

Anything you would like to add?

Levee defense

H2020- SEC-21-GM-2016/2017
DARENET

What training does prepare for these tasks/activities?

Public

©DAREnet Consortium
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Where is the training provided?
@ centralized tacility
D) decentralized facility

At what level is that facility located?
[ ata regional level
[C] at a national level
] by your arganization
[ other (3rd party)

Could you please name the third party?
How long does the program take approximately?

What is the training style?
) presence
(8] e-learning

! blended learning

How do you rate the training?

very good

© good
@ sufficient

) needs improvement

What should/could be improved?

Do you think there is more training needed?
© yes

no

If you think so, what would you wish for?

Anything you would like to add?

19
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Evacuation

What training does prepare for these tasks/activities?

Where is the training provided?
@ centralized facility
0 decentralized facility
At what level is that facility located?
[ ata regional level
[F] at a national level
] by your organization
[F] other (3rd party)

Could you please name the third party?
How long does the program take approximately?

What is the training style?
) presence

@ e-lgamning

) blended learning

How do you rate the training?

- needs improvement

What should/could be improved?

Do you think there is more training needed?
D yes

@ no

If you think so, what would you wish for?

20
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Anything you would like to add?

Pumping

H2020- SEC-21-GM-2016/2017
DARENET

What training does prepare for these tasksfactivities?

Where is the training provided?
@ centralized tacility
D) decentralized facility

At what level is that facility located?
[ ata regional level
[C] at a national level
] by your arganization
[F] other (3rd party)

Could you please name the third party?
How long does the program take approximately?

What is the training style?
) presence
@ g-lgaming

! blended learning

How do you rate the training?
@ very good
D good

D sufficient

) needs improvement

What should/could be improved?

Public ©DAREnet Consortium
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Do you think there is more training needed?

yes

® o

If you think so, what would you wish for?

Anything you would like to add?

Removal of flotsam/ log jams

What training does prepare for these tasks/activities?

Where is the training provided?
@ centralized facility
D) decentralized facility

At what level is that facility located?
[ ata regional level
[[] at a national level
] by your organization
[C] other (3rd party)

Could you please name the third party?

How long does the program take approximately?

What is the training style?
) presence
D g-leaming

) blended learning
How do you rate the training?
© very good

® good

22
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@ sufficient

2} needs improvemeant

What should/could be improved?

Do you think there is more training needed?
D yes

@ no

If you think so, what would you wish for?

Anything you would like to add?

Hygienic measures

What training does prepare for these tasksfactivities?

Where is the training provided?
@ centralized tacility
D) decentralized facility
At what level is that facility located?
[ ata regional level
[C] at a national level
] by your arganization
[ other (3rd party)

Could you please name the third party?

How long does the program take approximately?

What is the training style?

) presence

23
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2} e-leaming

! blended learning

How do you rate the training?
@ very good
|'_| gﬂﬂd

O sufficient

) negeds improvement

What should/could be improved?

Do you think there is more training needed?

%] yes

! no

If you think so, what would you wish for?

Anything you would like to add?

Sheltering

H2020- SEC-21-GM-2016/2017
DARENET

What training does prepare for these tasks/activities?

Where is the training provided?
© centralized facility
D decentralized facility

At what level is that facility located?

[ ata regional level
[C] at a national level
[l by your organization
[T other (3rd party)

Could you please name the third party?

Public

©DAREnet Consortium
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How long does the program take approximately?

What is the training style?
©) presence

) e-learning
) blended learning

How do you rate the training?
© very good
© good
© sufficient
© needs improvement

What should/could be improved?

Do you think there is more training needed?
© yes
© no

If you think so, what would you wish for?

Anything you would like to add?

Stocking/ warehousing

What training does prepare for these tasks/activities?

Where is the training provided?
© centralized facility
© decentralized facility

At what level is that facility located?
[l ata regional level
[7] at a national level
= by your organization
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[C] ather (3rd party)

Could you please name the third party?
How long does the program take approximately?

What is the training style?

':' presence

- e-learning

! blended learning

How do you rate the training?

® very good

| good
! sufficient

) needs improvement

What should/could be improved?

Do you think there is more training needed?
® yes

@ no

If you think so, what would you wish for?

Anything you would like to add?

Supply/ restoring infrastructure

What training does prepare for these tasks/activities?

Where is the training provided?
© centralized facility

26
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D) decentralized facility

At what level is that facility located?
[ ata regional level
[C] at a national level
] by your organization
[[] cther (3rd party)

Could you please name the third party?
How long does the program take approximately?

What is the training style?
® presence

® e-learning

© blended learning

How do you rate the training?
® vary good
® good

D sufficient

) needs improvement

What shouldfcould be improved?

Do you think there is more training needed?
© yes

® o

If you think so, what would you wish for?

Anything you would like to add?

Psychological support

27
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What training does prepare for these tasks/activities?

Where is the training provided?
@ centralized facility
0 decentralized facility

At what level is that facility located?
[ ata regional level
[T at a national level
= by your organization
[T other (3rd party)

Could you please name the third party?

How long does the program take approximately?

What is the training style?
® presence
D g-leaming

2 blended learning

How do you rate the training?
© very good

© good

O sufficient

needs improvement

What shouldfcould be improved?

Do you think there is more training needed?
© yes

® o

If you think so, what would you wish for?

28
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Anything you would like to add?

Social care

What training does prepare for these tasksfactivities?

Where is the training provided?
@ centralized tacility
D decentralized facility

At what level is that facility located?
[l ata regional level
[C] at a national level
[l by your organization
[ other (3rd party)

Could you please name the third party?
How long does the program take approximately?

What is the training style?
) presence
D g-leaming
© blended learning
How do you rate the training?
@ very good
© good
0 sutficient

) needs improvement

What should/could be improved?

Do you think there is more training needed?

® yes
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If you think so, what would you wish for?

Anything you would like to add?

Securing evacuated areas

What training does prepare for these tasksfactivities?

Where is the training provided?
D centralized facility
D decentralized facility

At what level is that facility located?
[ ata regional level
[C] at a national level
[l by your organization
[C] other (3rd party)

Could you please name the third party?
How long does the program take approximately?

What is the training style?
) presence
D e-leamning

2} blended learning

How do you rate the training?
@ very good
@ good

D sufficient

) needs improvement

30
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What should/could be improved?

Do you think there is more training needed?
© yes

DO no

If you think so, what would you wish for?

Anything you would like to add?

Anything you want to add?

Thank you so much for your valuable time!

As the very last part of this long questionnaire, we offer you the opportunity to provide us with any
information that you would like to share with us. This might be any need, challenge or even idea to
improve flood management in the region for the future...

Your comments:

Confirmation

| - By submitting this questionnaire, | accept DAREnet's provisions on privacy and data protection.
| agree that the DAREnet consortium evaluates and discusses the content of the questionnaire. |
understand that identified innovation opportunities or proposals cannot be directly implemented or

financially supported by the DAREnet project. The mission and budget of DAREnet do not allow this.
However, as part of the DAREnet roadmap the project will actively support identified opportunities in

31
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discussions with regional, national and European policy-makers.

DAREnet_2nd RDI_TWG WS _- Privacy_and_data_protection_-_final pdi
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ANNEX 2: Brief explanations for the identified tasks and activities of the
DARERnet flood scenario

Coordination, Command and Control

Coordination, Command and Control

This sums up general CCC questions once it is known that the respective area will or might
be hit by a disaster. In this scenario a significant flood is expected, which will impact an ex-
tend area and will challenge the exchange of information, situational awareness and cooper-
ation of different CCC structures.

Alerting + Communication

Alert Concept
Are there sufficient concepts to alert responders and related other actors in a timely manner?
Early Warning

Are there systems installed to provide timely and accurate warnings to the public and author-
ities? Who has access to this kind of data?

Social Media handling

During the last couple of years, the importance of self-organized activity of the public as well
as the relevance of possible false information becomes obvious. Another aspect of social me-
dia would also be crowd sourced information gathering and the effective integration in situ-
ational awareness management. Both aspects might be challenging for the responders.

Integration of spontaneous volunteers

Flood events in the last decades demonstrated the willingness of people not associated to
responding authorities or organizations to become active and support response measures.
For those in charge of the operations, this is a challenging situation, since there are organi-
zational questions which need to be solved as well as the lack of training and equipment.
However, in uncritical environments and labour intensive tasks, these could support the re-
sponse efficiently.

Preparation of the public (citizens)

Is the public aware of the flood risk? Are there programs to prepare the public? Do evacuation
routes exist? Does the public know?

Rescue Operations + Emergency measures

Air rescue

In some cases, air rescue might be needed. Therefore, specifically equipped helicopters need
to be deployed, as well as specialized personnel.

Water rescue

Evacuations from flooded areas via wading with rafts. Rescuing of trapped people, for exam-
ple in cars or pressed against fences. This task requires special trained and equipped teams.

Boat operations

Besides supplying trapped peoples, or evacuating them or simply rescuing them, also secur-
ing of driftwood, or tanks, etc. might be necessary. Additionally, driving a boat through
flooded areas also bears high risks that are not comparable with ordinary water rescue
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operations, standing waves, siphons, or wires could pose multiple threats for boats and their
Crews.

Flood Protection Measures (Preinstalled protective measures)

These measures have become quite common in larger cities to ensure a nice riverbank with-
out much visual disturbances, but also provide efficient flood protection. Are there tempo-
rary/removable systems? Is there a clear plan / distinct responsibility behind these
measures?

Levee Control

Levee and embankments are usually the main protective measures to protect lives and mate-
rial goods. Compared to dams, dykes are not meant for a continuous and long-lasting im-
pounding. Therefore, the control of such structures is needed to identify weakening or possi-
ble damages as early as possible.

Levee Defense

If a levee (or dam) is damaged or its structure weakened, it needs to be reinforced. Although
building emergency dams could be summarized under this task. These activities involve often
sand bags, however big packs and dedicated substitutes have been used more and more over
the last years.

Evacuation

Due to failed levees or water levels too high to defend, there might be necessities to evacuate
civilians from their properties. This could also mean that livestock needs to be moved to safer
grounds.

Pumping operations

Pumping operations might be necessary to empty flooded buildings and structures. But even
more important in the aftermath of flooding to support or substitute damaged / malfunction-
ing sewage systems.

Removal of flotsam/log jams

Floods usually cause a lot of flotsam, which ranges from litter left in the flood plain, to entire
trees, or even cars or houses. Besides obvious destructive effect of cars and houses although
smaller flotsam can be a threat to infrastructure located at the stream. Particularly, log jams
at bridges could cause problems and require fast actions. If not removed, these log jams could
lead to further flooding due to the raise of the water level at the jam, or even lead to a failure
of the affected bridge. For this scenario log jams and their removal should be in the focus.

Hygienic measures

An important aspect is hygiene in these situations. Primarily for the responders, but ulti-
mately for everyone who might get in touch with the water or when the water sinks the re-
maining mud. The water during a flood contains often chemicals, such as diesel, or gasoline,
and often the sewage systems are also affected leading to spillages of untreated waste water.

Given the fact that flooding bears high hygienic risks, it is important to provide sufficient
information to those affected, but especially the inhabitants which have to clear their homes
from any debris and might get exposed to any contaminated material. Further, a fast recovery
of the sewage and drinking water systems is critical to reduce hygienic risks.

Logistics + Assistance

Supplying

Due to the isolation of certain areas a basic supply with medical assistance, food and other
goods might become necessary. This could also include shuttling of those enclosed to get to
work, etc. This is a logistic challenge, which could be done using large (off-road) vehicles, or
boats.
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Sheltering

The evacuation requires also sheltering of the evacuees. And given the fact that most of the
belongings had to abandoned, there is also a large need to supply them with clothing and
convenience goods.

Stocking/Warehousing

How and where are materials stored? Who is responsible? How will they be made available?
Are additional materials available do plans exist to organize sandbags, sand or other materi-
als?

Supply/restoring infrastructure
Potable Water Waste, sewage, energy, but also medical supply or food
Psychological support

For the people affected by the flood, this often resembles a stressful situation, especially the
high degree of uncertainty can be traumatic. A fast provision of psychological support can
help to reduce later traumas.

Social care

Those who suffered massive losses to their property might require fast (financial) support, to
get back into a normal and self-determined routine.

Securing evacuated areas
The evacuated perimeter needs to be secured against plunderers.
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